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PROPRIETARY DATA 
 

All data in this manual is proprietary and may not be disclosed, 
used or duplicated, for procurement or manufacturing purposes, 

without prior written permission by VERSITRON. 
 
 
 
 
 

VERSITRON LIFETIME WARRANTY 
 
All VERSITRON products are covered by a Lifetime Warranty against defects in materials and 
workmanship.  This coverage is applicable to the original purchaser and is not transferable. 
 
We repair, or at our option, replace parts/products that, during normal usage and operation, are proven 
to be defective during the time you own the products, provided that said products and parts are still 
manufactured and/or available.  Such repair/replacement is subsequent to receipt of your product at 
our facility and our diagnostic evaluation and review of the unit.  Advance replacements are not 
provided as part of the warranty coverage. 
 
This warranty does not cover damage to products caused by misuse, mishandling, power surges, 
accident, improper installation, neglect, alteration, improper maintenance, or other causes which are 
not normal and customary applications of the products and for which they were not intended.  No 
other warranty is expressed or implied, and VERSITRON is not liable for direct, indirect, incidental or 
consequential damages or losses. 
 
In the unlikely event a warranty issue should arise, simply contact us at 302-894-0699 or 
1-800-537-2296 or via email at fiberlink@versitron.com to obtain a Return Material Authorization (RMA) 
number, along with instructions for returning your product. 
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    About This Manual 
 

 

Copyright  Copyright © 2016 VERSITRON, Inc. All rights reserved. 

The products and programs described in this manual are licensed products of 

VERSITRON, Inc. This manual contains proprietary information protected by copyright, 

and this manual and all accompanying hardware, software and documentation are 

copyrighted. No parts of this manual may be copied, photocopied, reproduced, 

translated or reduced to any electronic medium or machine-readable from by any 

means by electronic or mechanical. Including photocopying, recording, or information 

storage and retrieval systems, for any purpose other than the purchaser’s personal use, 

and without the prior express written permission of VERSITRON, Inc.  

 

Purpose  This manual gives specific information on how to operate and use the management 

functions of the SG71070M 

 

Audience    The Manual is intended for use by network administrators who are responsible for 

operating and maintaining network equipment; consequently, it assumes a basic 

working knowledge of general switch functions, the Internet Protocol (IP), and Simple 

Network Management Protocol (SNMP). 

 

Conventions  The following conventions are used throughout this manual to show information. 

 

 

NOTE:  Emphasizes important information or calls your 

attention to related features or instructions. 

  

 

WARNING: Alerts you to potential hazard that could cause 

personal injury. 

  

 

CAUTION: Alerts you to a potential hazard that could cause 

loss of data, or damage the system or equipment. 

 

Warranty   See the VERSITRON, Inc. warranty statement.

 

Disclaimer  VERSITRON, Inc. does not warrant that the hardware will work properly in all 

environments and applications, and marks no warranty and representation, either 

implied or expressed, with respect to the quality, performance, merchantability, or 

fitness for a particular purpose. VERSITRON, Inc. disclaims liability for any inaccuracies 

or omissions that may have occurred. Information in this User’s Manual is subject to 

change without notice and does not represent a commitment on the part of 

VERSITRON, Inc.. VERSITRON, Inc. assumes no responsibility for any inaccuracies that 

may be contained in this User’s Manual. VERSITRON, Inc. makes no commitment to 

update or keep current the information in this User’s Manual, and reserves the righter 

to make improvements to this User’s Manual and /or to the products described in this 

User’s Manual, at any time without notice.
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 INTRODUCTION 

 

 

Overview 
 

The SG71070M Web Smart+ Managed Switch is a cost-effective 10GbE Ethernet Switch 

offering 10G copper and fiber connections in a small form factor. With the enormous growth of 

network traffic and network storage in recent years, 10GbE is becoming a natural upgrade for many 

businesses in order to keep up with their network performance and business efficiency demands.  

 

The SG71070M delivers (8) 1G/10G RJ-45 ports and (2) 1G/10G SFP+ ports. It provides higher 

bandwidth and reliability for SMB and enterprise applications. 

 

The SG71070M is ideal for providing connection flexibility across a network allowing easier 

network integration for virtualization, cloud services, and server-to-server applications that expand 

your enterprise network by adding local switching capacity and better scalability.  This allows you to 

support more high-bandwidth applications such as server farms, TV wall, and digital signage video 

streaming, etc. 

 

 Web Smart+ features provide easier manageability, basic security and QoS. 

 IEEE 802.3az EEE Energy Efficient Ethernet standard for green Ethernet. 

 8.6” wide Small Form Factor Design. 

 All 10GbE Copper and Fiber Ports. 

 Auto Fan Control for Better Reliability and Noise Reduction. 

 

 

Overview of this user’s manual 
 

 Chapter 1 “Operation of Web-based Management” 

 Chapter 2 “System Configuration” 

 Chapter 3 “Monitor” 

 Chapter 4 “Diagnostics” 

 Chapter 5 “Maintenance” 
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Chapter 1    Operation of Web-based Management 

 
 

Initial 

Configuration

This chapter instructs you how to configure and manage the SG71070M through the 

web user interface.  With this feature, you can easily access and monitor the switch 

through any port, including MIBs status, port activity, port aggregation status, 

multicast traffic, VLAN and priority status, even illegal access records, etc..  

 

The default values of the SG71070M are listed in the table below: 

 

  IP Address   192.168.1.1 

  Subnet Mask   255.255.255.0 

  Default 

Gateway 

  192.168.1.254 

  Username   admin 

  Password    

                                             

1. Plug in the power cable 

2. Check if the IP address of the computer is within the network segment: 

192.168.1.xxx (“xxx” ranges 1~254). For example, 192.168.1.100. 

3. Open the Web browser, and enter 192.168.1.1. The login window appears. 

 

 

NOTE:   

When you first log into the switch, the username is admin and the password 

is blank. 

When you log into the SG71070M Web UI management, you can use both 

ipv4 or ipv6 login.  

To optimize the display effect, we recommend you use Microsoft IE 6.0 or 

above, Netscape V7.1 or above or Firefox V1.00 or above, and the resolution 

at 1024x768. 

 

Figure 1. The login page  
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Chapter 2    System Configuration 

 

 
This chapter describes the basic configuration tasks which include the System Information and any other 

settings (e.g. Time, Account, IP, Syslog and SNTP.) 
  

2-1 System 

You can identify the system by configuring the contact information, name, and location of the 

switch. 

2-1.1 Information 

The switch system’s contact information is provided here. 

Web interface  

To configure System Information configuration in the web interface: 

1. Click Configuration, System, and Information. 

2. Write System Contact, System Name, System Location information in this page. 

3. Click Apply. 

 

Figure 2-1.1:  The System Information Configuration 

 

Parameter description: 

 System Contact:  

The textual identification of the contact person for this managed node, together with 

information on how to contact this person. The allowed string length is 0 to 128, and the 

allowed content is the ASCII characters from 32 to 126. 

 System Name:  

An administratively assigned name for this managed node. By convention, this is the node's 

fully-qualified domain name. A domain name is a text string drawn from the alphabet 

(A-Za-z), digits (0-9), minus sign (-). No space characters are permitted as part of a name. 

The first character must be an alpha character. And the first or last character must not be a 

minus sign. The allowed string length is 0 to 128. 

 System Location:  

The physical location of this node (e.g., telephone closet, 3rd floor). The allowed string 

length is 0 to 128, and the allowed content is the ASCII characters from 32 to 126. 
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2-1.2 IP 

The IPv4 address for the switch could be obtained via DHCP Server for VLAN 1. To manually 

configure an address, you need to change the switch's default settings to values that are 

compatible with your network. You may also need to establish a default gateway between the 

switch and management stations that exist on another network segment. 

Configure the switch-managed IP information on this page. 

Configure IP basic settings, control IP interfaces and IP routes.  

The maximum number of interfaces supported is 8 and the maximum number of routes is 32. 

Web interface  

To configure the IP Configuration in the web interface: 

1. Click Configuration, System, IP.  

2. Click Add Interface then you can create new Interface on the switch. 

3. Click Add Route then you can create new Route on the switch. 

4. Click Apply. 

 

Figure2-1.2:  The IP Configuration 

 

Parameter description: 

IP Configuration 

 DNS Server 

This setting controls the DNS name resolution done by the switch. The following modes are 

supported:  

 From any DHCP interfaces  

The first DNS server offered from a DHCP lease to a DHCP-enabled interface will be 

used.  

 No DNS server  

No DNS server will be used. 

 Configured  

Explicitly provide the IP address of the DNS Server in dotted decimal notation.  

 From this DHCP interface  

Specify from which DHCP-enabled interface a provided DNS server should be 

preferred.  

http://192.168.1.100/help/glossary.htm#dns
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IP Interfaces  

 Delete 

Select this option to delete an existing IP interface.  

 VLAN 

The VLAN associated with the IP interface. Only ports in this VLAN will be able to access the 

IP interface. This field is only available for input when creating a new interface.  

 IPv4 DHCP Enabled 

Enable the DHCP client by checking this box. If this option is enabled, the system will 

configure the IPv4 address and mask of the interface using the DHCP protocol. The DHCP 

client will announce the configured System Name as hostname to provide DNS lookup.  

 IPv4 DHCP Fallback Timeout 

The number of seconds for trying to obtain a DHCP lease. After this period expires, a 

configured IPv4 address will be used as IPv4 interface address. A value of zero disables the 

fallback mechanism, such that DHCP will keep retrying until a valid lease is obtained. Legal 

values are 0 to 4294967295 seconds.  

 IPv4 DHCP Current Lease 

For DHCP interfaces with an active lease, this column show the current interface address, as 

provided by the DHCP server.  

 IPv4 Address 

The IPv4 address of the interface in dotted decimal notation.  

If DHCP is enabled, this field is not used. The field may also be left blank if IPv4 operation 

on the interface is not desired.  

 IPv4 Mask 

The IPv4 network mask, in number of bits (prefix length). Valid values are between 0 and 30 

bits for a IPv4 address.  

If DHCP is enabled, this field is not used. The field may also be left blank if IPv4 operation 

on the interface is not desired.  

 IPv6 Address 

The IPv6 address of the interface. An IPv6 address is in 128-bit records represented as eight 

fields of up to four hexadecimal digits with a colon separating each field (:). For example, 

fe80::215:c5ff:fe03:4dc7. The symbol :: is a special syntax that can be used as a shorthand 

way of representing multiple 16-bit groups of contiguous zeros; but it can appear only once. 

It can also represent a legally valid IPv4 address. For example, ::192.1.2.34.  

The field may be left blank if IPv6 operation on the interface is not desired.  

 IPv6 Mask 

The IPv6 network mask, in number of bits (prefix length). Valid values are between 1 and 

128 bits for a IPv6 address.  

The field may be left blank if IPv6 operation on the interface is not desired.  

IP Routes  

 Delete 

Select this option to delete an existing IP route.  

 Network 

The destination IP network or host address of this route. Valid format is dotted decimal 

notation or a valid IPv6 notation. A default route can use the value 0.0.0.0or IPv6 :: notation.  

http://192.168.1.100/help/glossary.htm#dhcp
http://192.168.1.100/help/glossary.htm#dotted_decimal
http://192.168.1.100/help/glossary.htm#dotted_decimal
http://192.168.1.100/help/glossary.htm#dotted_decimal
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 Mask Length 

The destination IP network or host mask, in number of bits (prefix length). It defines how 

much of a network address that must match, in order to qualify for this route. Valid values 

are between 0 and 32 bits respectively 128 for IPv6 routes. Only a default route will have a 

mask length of 0 (as it will match anything).  

 Gateway 

The IP address of the IP gateway. Valid format is dotted decimal notation or a valid IPv6 

notation. Gateway and Network must be of the same type.  

 Next Hop VLAN (Only for IPv6) 

The VLAN ID (VID) of the specific IPv6 interface associated with the gateway. 

The given VID ranges from 1 to 4094 and will be effective only when the corresponding IPv6 

interface is valid. 

If the IPv6 gateway address is link-local, it must specify the next hop VLAN for the gateway. 

If the IPv6 gateway address is not link-local, system ignores the next hop VLAN for the 

gateway. 

Buttons 

 Add Interface  

Click to add a new IP interface. A maximum of 8 interfaces is supported. 

 Add Route  

Click to add a new IP route. A maximum of 32 routes is supported. 

 Apply  

Click to save changes. 

 Reset  

Click to undo any changes made locally and revert to previously saved values. The physical 

location of this node (e.g., telephone closet, 3rd floor). The allowed string length is 0 to 128, 

and the allowed content is the ASCII characters from 32 to 126. 

http://192.168.1.100/help/glossary.htm#dotted_decimal


 

 

 

2-1.3 NTP 

NTP is Network Time Protocol and is used to sync the network time based on Greenwich Mean 

Time (GMT). If you use the NTP mode and select a built-in NTP time server or manually specify 

a user-defined NTP server as well as Time Zone, the switch will sync the time shortly after 

pressing the <Apply> button. Though it synchronizes the time automatically, NTP does not 

update the time periodically without user processing.  

Time Zone is an offset time off GMT. You have to select the time zone first and then perform 

time sync via NTP because the switch will combine this time zone offset and updated NTP time 

to set the local time. Otherwise, you will not able to get the correct time. The switch supports 

configurable time zone from –12 to +13 step 1 hour.  

Default Time zone: +8 Hrs. 

Web interface  

To configure SNTP Configuration in the web interface: 

1. Click Configuration, System and NTP. 

2. Specify the Time parameter in manual parameters. 

3. Click Apply. 

 

Figure 2-1.3:  The SNTP Configuration 

 

Parameter description: 

 Server 1 to 5  

Provide the SNTP IPv4 or IPv6 address of this switch. IPv6 address is in 128-bit records 

represented as eight fields of up to four hexadecimal digits with a colon separating each 

field (:). For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol '::' is a special syntax that can be 

used as a shorthand way of representing multiple 16-bit groups of contiguous zeros; but it 



8 
SG71070M 

  Revision A3 

can only appear once. It can also represent a legally valid IPv4 address. For example, 

'::192.1.2.34'. 

 Buttons 

These buttons are displayed on the NTP page: 

Apply – Click to save changes. 

Reset - Click to undo any changes made locally and revert to previously saved values. 
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2-1.4 Time 

The switch provides manual and automatic ways to set the system time via NTP. Manual setting 

is simple and you just input “Year”, “Month”, “Day”, “Hour” and “Minute” within the valid value 

range indicated in each item. 

Web interface  

To configure Time Configuration in the web interface: 

1. Click Configuration, System and Time. 

2. Specify the Time parameter in manual parameters. 

3. Click Apply. 

 

Figure 2-1.4:  The Time Configuration 

 

 

Parameter description: 

Time Configuration 

 Clock Source 

There are two modes for configuring how the Clock Source from. Select "Use Local Settings”: 

Clock Source from Local Time. Select "Use NTP Server”: Clock Source from NTP Server. 

 System Date 
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Show the current time of the system. The year of system date limits between 2011 and 2037. 

Time Zone Configuration 

 Time Zone 

Lists various Time Zones worldwide. Select appropriate Time Zone from the drop down and 

click Apply to set. 

 Acronym 

User can set the acronym of the time zone. This is a User configurable acronym to identify 

the time zone. (Range: Up to 16 characters) 

Daylight Saving Time Configuration 

 Daylight Saving Time 

This is used to set the clock forward or backward according to the configurations set below 

for a defined Daylight Saving Time duration. Select 'Disable' to disable the Daylight Saving 

Time configuration. Select 'Recurring' and configure the Daylight Saving Time duration to 

repeat the configuration every year. Select 'Non-Recurring' and configure the Daylight 

Saving Time duration for single time configuration. (Default: Disabled). 

Recurring Configuration 

 Start time settings 

Week - Select the starting week number.  

Day - Select the starting day.  

Month - Select the starting month.  

Hours - Select the starting hour.  

Minutes - Select the starting minute. 

 End time settings 

Week - Select the ending week number.  

Day - Select the ending day.  

Month - Select the ending month.  

Hours - Select the ending hour.  

 Offset settings 

Offset - Enter the number of minutes to add during Daylight Saving Time. (Range: 1 to 1440)    

 

 

NOTE:  The “Start Time Settings” and “End Time Settings” are 

displayed based on what you set in the “Start Time Settings” and “End 

Time Settings” fields.  

 Buttons 

These buttons are displayed on the Time page: 

Apply – Click to save changes. 

Reset - Click to undo any changes made locally and revert to previously saved values.  



11 
SG71070M 

  Revision A3 

2-1.5 Log 

The log is standard for logging program messages . It allows separation of the software that 

generates messages from the system that stores them, and the software that reports and 

analyzes them. It can be used as well for generalized information, analysis and debugging 

messages. It is supported by a wide variety of devices and receivers across multiple platforms.  

Web Interface  

To configure System Log Configuration in the web interface: 

1. Click Configuration, System and log. 

2. Specify the syslog parameters include IP Address of Syslog server and Port number. 

3. Evoke the Syslog to enable it. 

4. Click Apply.  

 

Figure2-1.5:  The System Log Configuration 

 

Parameter description: 

 Server Mode  

Indicate the server mode operation. When the server mode operation is enabled, the syslog 

message will send out to syslog server. The syslog protocol is based on UDP communication 

and received on UDP port 514.  The syslog server will not send acknowledgments back to 

the sender since UDP is a connectionless protocol and it does not provide 

acknowledgments. The syslog packet will always send out even if the syslog server does not 

exist. Possible modes are:  

Enabled: Enable server mode operation.  

Disabled: Disable server mode operation.  

 Server Address  

Indicates the IPv4 hosts address of syslog server. If the switch provide DNS feature, it also 

can be a host name.   

 Buttons 

These buttons are displayed on the Log page: 

Apply – Click to save changes. 

Reset - Click to undo any changes made locally and revert to previously saved values. 

 

  

http://en.wikipedia.org/wiki/Data_logging
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2-2 Ports Configuration 

The section describes how to configure the Port detail parameters of the switch. Port configure 

can be used to enable or disable a port, monitor the ports content, or status. 

2-2.1 Ports 

This page displays current port configurations. 

Web Interface  

To configure a port in the web interface: 

1. Click Configuration, Ports Configuration, and Ports. 

2. Specify the Speed Configured, Flow Control, Maximum Frame size, Excessive Collision 

mode and Power Control. 

3. Click Apply. 

 

Figure 2-2.1:  The Port Configuration 

 

 

Parameter description: 

 Port  

This is the logical port number for this row.  

 Link  

The current link state is displayed graphically. Green indicates the link is up and red indicates 

that it is down.  

 Current Link Speed  

Provides the current link speed of the port.  

 Configured Link Speed  

Use the menu to select the port’s speed and duplex mode. If you select Auto, the duplex 

mode and speed will be set by the auto-negotiation process. The port’s maximum capability 

(full duplex and 10 Gbps) will be advertised. Otherwise, your selection will determine the 

port’s duplex mode and transmission rate. The factory default is Auto.   
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 Maximum Frame Size  

Enter the maximum frame size allowed for the switch port, including FCS.  

 EEE  

Controls whether EEE is enabled for this switch port. 

 Buttons 

Apply – Click to save changes. 

 Reset- Click to undo any changes made locally and revert to previously saved values. 

 Upper right icon (Refresh)  

You can click them for refresh the Port link Status by manual 
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2-3 DHCP 

The section describes how to configure the DHCP Snooping parameters of the switch. DHCP 

Snooping can prevent attackers from adding their own DHCP servers to the network. 

2-3.1 Snooping 

DHCP Snooping is used to block intruders on the untrusted ports of the switch when it tries to 

intervene by injecting a bogus DHCP reply packet to a legitimate conversation between the 

DHCP client and server. 

The section describes how to configure the DHCP Snooping parameters of the switch. The 

DHCP Snooping can prevent attackers from adding their own DHCP servers to the network. 

Web Interface  

To configure DHCP Snooping Configuration in the web interface: 

1. Click Configuration, DHCP, Snooping. 

2. Select “Enabled” in the Mode of DHCP Snooping Configuration. 

3. Select “Trusted” of the specific port in the Mode of Port Mode Configuration. 

4. Click Apply. 

 

Figure 2-3.1:  The DHCP Snooping Configuration 

 

 

 

Parameter description: 

 Snooping Mode 

Indicates the DHCP snooping mode operation. Possible modes are:  

Enabled: Enable DHCP snooping mode operation. When DHCP snooping mode operation is 

enabled, the DHCP request messages will be forwarded to trusted ports and only allow reply 

packets from trusted ports.  

Disabled: Disable DHCP snooping mode operation.  

 Port Mode Configuration  

Indicates the DHCP snooping port mode. Possible port modes are:  

Trusted: Configures the port as trusted source of the DHCP messages.  

Untrusted: Configures the port as untrusted source of the DHCP messages. 
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2-4 Security 

This section shows you to configure the Port Security settings of the switch. You can use the 

Port Security feature to restrict input to an interface by limiting and identifying MAC addresses. 

2-4.1 Switch 

 

2-4.1.1 Users 

This page provides an overview of the current users. Currently the only way to login as another 

user on the web server is to close and reopen the browser.  

 

Web Interface  

To configure User in the web interface: 

 

1. Click Configuration, Security, Switch, Users. 

2. Click Add new user. 

3. Specify the User Name parameter. 

4. Click Apply. 

 

Figure 2-4.1.1:  The Users configuration 

 

 

 

 

Parameter description: 

 User Name  

The name identifying the user. This is also a link to Add/Edit User.  

 Password  

To type the password. The allowed string length is 0 to 255, and the allowed content is the 

http://192.168.1.1/help/help_user_config.htm
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ASCII characters from 32 to 126. 

 Password (again)  

To type the password again. You must type the same password again in the field. 

 Privilege Level  

The privilege level of the user. The allowed range is 1 to 15. If the privilege level value is 15, it 

can access all groups, i.e. that is granted the fully control of the device. But other ’s value 

need to refer to each group privilege level. User's privilege should be same or greater than 

the group privilege level to have the access of that group. By default, most group’s privilege 

level is 5 and has the read-only access, and privilege level 10 has the read-write access. The 

system maintenance (software upload, factory defaults and etc.) need user privilege level 15. 

Generally, the privilege level 15 can be used for an administrator account, privilege level 10 

for a standard user account, and privilege level 5 for a guest account.  

 Buttons 

Apply – Click to save changes. 

Reset - Click to undo any changes made locally and revert to previously saved values. 

Cancel - Click to undo any changes made locally and return to the Users. 

Delete User - Delete the current user. This button is not available for new configurations 

(Add new user) 
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2-4.2 Network 

2-4.2.1 Access Control List 

The section describes how to configure the Access Control List rules. An Access Control List 

(ACL) is a sequential list of permit or deny conditions that apply to IP addresses, MAC 

addresses, or other more specific criteria. This switch tests ingress packets against the 

conditions in an ACL one by one. A packet will be accepted as soon as it matches a permit rule, 

or dropped as soon as it matches a deny rule. If no rules match, the frame is accepted. Other 

actions can also be invoked when a matching packet is found, including rate limiting, copying 

matching packets to another port or to the system log, or shutting down a port. 

This page shows the Access Control List (ACL), which is made up of the ACEs defined on this 

switch. Each row describes the ACE that is defined. The maximum number of ACEs is 256 on 

each switch. Click on the lowest plus sign to add a new ACE to the list. The reserved ACEs used 

for internal protocol cannot be edited or deleted, the order sequence cannot be changed, and 

the priority is highest. 

 

Web Interface  

To configure Access Control List in the web interface: 

1. Click Configuration, Security, Network and Access Control List. 

2. Click the  button to add a new ACL, or use the other ACL modification buttons to 

specify the editing action (i.e., edit, delete, or moving the relative position of entry in the 

list). 

3. To specific the parameter of the ACE. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

6. When editing an entry on the ACE Configuration page, note that the Items displayed 

depend on various selections, such as Frame Type and IP Protocol Type. Specify the 

relevant criteria to be matched for this rule, and set the actions to take when a rule is 

matched (such as Rate Limiter, Port Copy, Logging, and Shutdown). 

 

Figure 2-4.2.1:  The Access Control List 

 

  

http://192.168.1.1/help/glossary.htm#acl
http://192.168.1.1/help/glossary.htm#ace
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Parameter description: 

 Ingress Port  

Indicates the ingress port of the ACE. Possible values are:  

Any: The ACE will match any ingress port.  

Policy: The ACE will match ingress ports with a specific policy.  

Port: The ACE will match a specific ingress port.  

 Frame Type  

Indicates the frame type of the ACE. Possible values are:  

Any: The ACE will match any frame type.  

EType: The ACE will match Ethernet Type frames. Note that an Ethernet Type based ACE will 

not get matched by IP and ARP frames.  

ARP: The ACE will match ARP/RARP frames.  

IPv4: The ACE will match all IPv4 frames.  

IPv4/ICMP: The ACE will match IPv4 frames with ICMP protocol.  

IPv6: The ACE will match all IPv6 standard frames.  

 Action  

Indicates the forwarding action of the ACE.  

Permit: Frames matching the ACE may be forwarded and learned.  

Deny: Frames matching the ACE are dropped.  

Filter: Frames matching the ACE are filtered.   

 Metering  

Indicates the rate limiter number of the ACE. The allowed range is 1 to 16. When Disabled is 

displayed, the rate limiter operation is disabled.  

 Mirror  

Specify the mirror operation of this port. The allowed values are:  
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Enabled: Frames received on the port are mirrored.  

Disabled: Frames received on the port are not mirrored.  

The default value is "Disabled".  

 Logging  

Indicates the logging operation of the ACE. Possible values are:  

Enabled: Frames matching the ACE are stored in the System Log.  

Disabled: Frames matching the ACE are not logged.  

Please note that the System Log memory size and logging rate is limited.  

 Shutdown  

Indicates the port shut down operation of the ACE. Possible values are:  

Enabled: If a frame matches the ACE, the ingress port will be disabled. 

Disabled: Port shut down is disabled for the ACE.  

 Counter  

The counter indicates the number of times the ACE was hit by a frame.  

Modification Buttons  

You can modify each ACE (Access Control Entry) in the table using the following buttons:  

: Inserts a new ACE before the current row.  

: Edits the ACE row.  

: Deletes the ACE.  

MAC Parameter 

 SMAC Filter 

(Only displayed when the frame type is Ethernet Type or ARP.) 

Specify the source MAC filter for this ACE.  

Any: No SMAC filter is specified. (SMAC filter status is "don't-care".)  

Specific: If you want to filter a specific source MAC address with this ACE, choose this value. 

A field for entering an SMAC value appears.  

 SMAC Value 

When "Specific" is selected for the SMAC filter, you can enter a specific source MAC address. 

The legal format is "xx-xx-xx-xx-xx-xx" or "xx.xx.xx.xx.xx.xx" or "xxxxxxxxxxxx" (x is a 

hexadecimal digit). A frame that hits this ACE matches this SMAC value.  

 DMAC Filter 

Specify the destination MAC filter for this ACE.  

Any: No DMAC filter is specified. (DMAC filter status is "don't-care".) 

MC: Frame must be multicast.  

BC: Frame must be broadcast.  

UC: Frame must be unicast. 

Specific: If you want to filter a specific destination MAC address with this ACE, choose this 

value. A field for entering a DMAC value appears.  



20 
SG71070M 

  Revision A3 

 DMAC Value 

When "Specific" is selected for the DMAC filter, you can enter a specific destination MAC 

address. The legal format is "xx-xx-xx-xx-xx-xx" or "xx.xx.xx.xx.xx.xx" or "xxxxxxxxxxxx" (x is a 

hexadecimal digit). A frame that hits this ACE matches this DMAC value.  

 Buttons 

Apply – Click to save changes. 

 Reset- Click to undo any changes made locally and revert to previously saved values. 

 Auto-refresh 

To evoke the auto-refresh to refresh the information automatically. 

 Upper right icon (Refresh, clear, Remove All)  

You can click them to refresh the ACL configuration or clear them manually. Or remove all to 

clean up all ACL configurations on the table. 
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2-4.2.2 IP Source Guard 

The section describes how to configure the IP Source Guard detail parameters of the switch. 

You could use the IP Source Guard configuration to enable or disable a port of the switch. 

2-4.2.2.1 Configuration 

This section describes how to configure IP Source Guard settings including： 

Mode (Enabled and Disabled) 

Maximum Dynamic Clients (0, 1, 2, Unlimited) 

Web Interface  

To configure an IP Source Guard Configuration in the web interface: 

1. Select “Enabled” in the Mode of IP Source Guard Configuration. 

2. Select “Enabled” of the specific port in the Mode of Port Mode Configuration. 

3. Select Maximum Dynamic Clients (0, 1, 2, Unlimited) of the specific port in the Mode of 

Port Mode Configuration. 

4. Click Apply. 

 

Figure 2-4.2.2.1:  The IP Source Guard Configuration 

 

 

Parameter description: 

 Port Mode Configuration  

Specify IP Source Guard is enabled on which ports. Only when both Global Mode and Port 

Mode on a given port are enabled, IP Source Guard is enabled on this given port.  

 Max Dynamic Clients  

Specify the maximum number of dynamic clients that can be learned on given port. This 

value can be 0, 1, 2 or unlimited. If the port mode is enabled and the value of max dynamic 

client is equal to 0, it means only allow the IP packets forwarding that are matched in static 

entries on the specific port.   
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2-4.2.2.2 Static Table 

The section describes how to configure the Static IP Source Guard Table parameters of the 

switch. You could use the Static IP Source Guard Table configuration to manage the entries. 

Web Interface  

To configure a Static IP Source Guard Table Configuration in the web interface: 

1. Click “Add new entry”. 

2. Specify the Port, VLAN ID, IP Address, and MAC address in the entry.  

3. Click Apply. 

 

Figure 2-4.2.2.2:  The Static IP Source Guard Table  

 

 

Parameter description: 

 Delete  

Check to delete the entry. It will be deleted during the next save.  

 Port  

The logical port for the settings.  

 IP Address  

Allowed Source IP address.  

 MAC address  

Allowed Source MAC address.  

 Adding new entry  

Click to add a new entry to the Static IP Source Guard table. Specify the Port, VLAN ID, IP 

address, and IP Mask for the new entry. Click "Save".  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 

http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.1/help/glossary.htm#ip_source_guard
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2-4.2.3 ARP Inspection 

The section describes how to configure the ARP Inspection parameters of the switch. You could 

use the ARP Inspection configuration to manage the ARP table. 

2-4.2.3.1 Configuration 

This section describes how to configure ARP Inspection settings including： 

Mode (Enabled and Disabled).  

Port (Enabled and Disabled). 

Web Interface  

To configure an ARP Inspection Configuration in the web interface: 

1. Select “Enabled” in the Mode of ARP Inspection Configuration. 

2. Select “Enabled” of the specific port in the Mode of Port Mode Configuration. 

3. Click Apply. 

 

Figure 2-4.2.3.1:  The ARP Inspection Configuration 

 

 

 

Parameter description: 

 Mode of ARP Inspection Configuration  

Enable the Global ARP Inspection or disable the Global ARP Inspection.  

 Port Mode Configuration  

Specify ARP Inspection is enabled on which ports. Only when both Global Mode and Port 

Mode on a given port are enabled, ARP Inspection is enabled on this given port. Possible 

modes are:  

Enabled: Enable ARP Inspection operation.  

Disabled: Disable ARP Inspection operation.  

If you want to inspect the VLAN configuration, you have to enable the setting of "Check 

VLAN". The default setting of "Check VLAN" is disabled. When the setting of "Check VLAN" 

is disabled, the log type of ARP Inspection will refer to the port setting. And the setting of 

"Check VLAN" is enabled, the log type of ARP Inspection will refer to the VLAN setting. 

Possible setting of "Check VLAN" are:  
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Enabled: Enable check VLAN operation.  

Disabled: Disable check VLAN operation.  

Only the Global Mode and Port Mode on a given port are enabled, and the setting of 

"Check VLAN" is disabled, the log type of ARP Inspection will refer to the port setting. There 

are four log types and possible types are:  

None: Log nothing.  

Deny: Log denied entries.  

Permit: Log permitted entries.  

ALL: Log all entries.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-4.2.3.2 VLAN Mode Configuration 

Each page shows up to 4K entries from the VLAN table, default being 20, selected through the 

"entries per page" input field. When first visited, the web page will show the first 20 entries 

from the beginning of the VLAN Table. The first displayed will be the one with the lowest VLAN 

ID found in the VLAN Table. 

The "VLAN" input fields allow the user to select the starting point in the VLAN Table. Clicking 

the button will update the displayed table starting from that or the closest next VLAN Table 

match. The will use the next entry of the currently displayed VLAN entry as a basis for the next 

lookup. When the end is reached the warning message is shown in the displayed table. Use the 

button to start over.  

Web Interface  

To configure a VLAN Mode Configuration in the web interface: 

1. Click “Add new entry”. 

2. Specify the VLAN ID, Log Type.  

3. Click Apply. 

 

Figure 2-4.2.3.2:  The VLAN Mode Configuration 

 

Parameter description: 

 VLAN Mode Configuration 

Specify ARP Inspection is enabled on which VLANS. First, you have to enable the port 

setting on Port mode configuration web page. Only when both Global Mode and Port Mode 

on a given port are enabled, ARP Inspection is enabled on this given port. Second, you can 

specify which VLAN will be inspected on VLAN mode configuration web page. The log type 

also can be configured on per VLAN setting.  

Possible types are:  

None: Log nothing.  

Deny: Log denied entries.  

Permit: Log permitted entries.  

ALL: Log all entries.  

 Buttons 

Add New Entry: Click to add a new VLAN to the ARP Inspection VLAN table. 

Apply: Click to save changes. 

Reset: Click to undo any changes made locally and revert to previously saved values. 
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2-4.2.3.3 Static Table 

The section describes how to configure the Static ARP Inspection Table parameters of the 

switch. You could use the Static ARP Inspection Table configuration to manage the ARP entries. 

Web Interface  

To configure a Static ARP Inspection Table Configuration in the web interface: 

1. Click “Add new entry”. 

2. Specify the Port, VLAN ID, IP Address, and MAC address in the entry.  

3. Click Apply. 

 

Figure 2-4.2.3.3:  The Static ARP Inspection Table 

 

 

Parameter description: 

 Delete  

Check to delete the entry. It will be deleted during the next save.  

 Port  

The logical port for the settings.  

 VLAN ID  

The VLAN id for the settings.  

 MAC Address  

Allowed Source MAC address in ARP request packets.  

 IP Address  

Allowed Source IP address in ARP request packets.  

 Adding new entry  

Click to add a new entry to the Static ARP Inspection table. Specify the Port, VLAN ID, MAC 

address, and IP address for the new entry. Click "Save".  

  

http://192.168.1.1/help/glossary.htm#vlan_id
http://192.168.1.1/help/glossary.htm#arp
http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.1/help/glossary.htm#arp_inspection
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2-5 Aggregation 

Aggregation is used to configure the settings of Link Aggregation. You can bundle more than 

one port with the same speed, full duplex, and the same MAC to be a single logical port, thus 

the logical port aggregates the bandwidth of these ports. This means you can apply your 

current Ethernet equipment to build the bandwidth aggregation. For example, if there are 

three Fast Ethernet ports aggregated in a logical port, then this logical port has bandwidth 

three times as high as a single Fast Ethernet port has. 

2-5.1 Port  

Port setting/status is used to configure the trunk property of each and every port in the switch 

system. 

Web Interface  

To configure the Aggregation Configuration in the web interface: 

1. Click Configuration, Aggregation, and Port. 

2. Specify Existing VLANS, Ether type for Custom S-ports. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

 

Figure 2-5.1:  The Aggregation Port 

 

Parameter description: 

 Port  

Port Number: 1-10. 

 Method 

This determines the method a port uses to aggregate with other ports. 

None: A port does not want to aggregate with any other port should choose this default 

setting. 
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LACP: A port use LACP as its trunk method to get aggregated with other ports also using 

LACP. 

Static: A port use Static Trunk as its trunk method to get aggregated with other ports also 

using Static Trunk. 

 Group 

Ports choosing the same trunking method other than “None” must be assigned a unique 

Group number (i.e. Group ID, valid value is from 1 to 5) in order to declare that they wish to 

aggregate with each other.   

 Active LACP  

This field is only referenced when a port’s trunking method is LACP. 

Active: An Active LACP port begins to send LACPDU to its link partner right after the LACP 

protocol entity started to take control of this port. 

Passive: A Passive LACP port will not actively send LACPDU out before it receives an 

LACPDU from its link partner. 

 Aggtr 

Aggtr is an abbreviation of “aggregator”. Every port is also an aggregator, and its own 

aggregator ID is the same as its own Port No. We can regard an aggregator as a 

representative of a trunking group. Ports with same Group ID and using same trunking 

method will have the opportunity to aggregate to a particular aggregator port. This 

aggregator port is usually the port with the smallest Port No. within the trunking group.   

 Status 

This field represents the trunking status of a port which uses a trunking method other than 

“None”. It also represents the management link status of a port which uses the “None” 

trunking method. “---“ means “not ready”   

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-5.2 Aggregator View  

To display the current port trunking information from the aggregator point of view. 

Web Interface  

To configure the Aggregation view in the web interface: 

1. Click Configuration, Aggregation, and Aggregator View. 

2. Select Lacp Detail. 

3. Click the Lacp Detail. 

 

Figure 2-5.2:  The Aggregator View 

 

 

Parameter description: 

 Aggregator  

It shows the aggregator ID (from 1 to 10) of every port. In fact, every port is also an 

aggregator, and its own aggregator ID is the same as its own Port No.  

 Method 

Show the method a port uses to aggregate with other ports. 

 Member Ports 

Show all member ports of an aggregator (port). 

 Ready Ports 
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Show only the ready member ports within an aggregator (port). 

 Lacp Detail 

Select port to show lacp detail. 

2-5.3 Aggregation Hash Mode 

To display the current port trunking information from the aggregator point of view. 

Web Interface  

To configure the Aggregation Hash Mode in the web interface: 

1. Click Configuration, Aggregation, and Aggregation Hash Mode. 

2. Hash Code Contributors. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

 

Figure 2-5.3:  The Aggregation Hash Mode 
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2-5.4 LACP System Priority  

It is used to set the priority part of the LACP system ID. LACP will only aggregate together the 

ports whose peer link partners are all on a single system. Each system that supports LACP will 

be assigned a globally unique System Identifier for this purpose. A system ID is a 64-bit field 

comprising a 48-bit MAC Address and 16-bit priority value. The System Priority can be set by 

the user. Its range is from 1 to 65535. Default: 32768. 

Web Interface  

To configure the Aggregation Configuration in the web interface: 

1. Click Configuration, Aggregation, and LACP System Priority. 

2. Specify system priority. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

 

Figure 2-5.4:  The LACP System Priority 

 

Parameter description: 

 System Priority  

Show the System Priority part of a system ID.(1-65535)  
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2-6 MSTP 

Multiple Spanning Tree Protocol. MSTP allows frames assigned to different VLANS to follow 

separate paths, each based on an independent Multiple Spanning Tree Instance (MSTI), within 

Multiple Spanning Tree (MST) Regions composed of LANs and or MST Bridges. Proper 

configuration of MSTP in an 802.1Q VLAN environment can ensure a loop-free data path for a 

group of VLANS within an MSTI. Redundant path and load balancing in a VLAN environment is 

also achieved via this feature. A spanning tree instance called CIST (Common and Internal 

Spanning Tree) always exists. Up to 64 more spanning tree instances (MSTIs) can be 

provisioned. 

2-6.1 Status 

To enable or disable MSTP, and to select a version of Spanning Tree protocol which MSTP 

should operate on. 

Web Interface  

To configure the status in the web interface: 

1. Click Configuration, MSTP, and Status. 

2. Specify Multiple Spanning Tree Protocol, Force Version. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

 

Figure 2-6.1:  The MSTP status 

 

Parameter description: 

 Multiple Spanning Tree Protocol  

Disabled / Enabled. 

 Force Version 

STP / RSTP / MSTP. 
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2-6.2 Region Config 

To configure the basic identification of a MSTP bridge, bridges participating in a common MST 

region must have the same Region Name and Revision Level. 

Web Interface  

To configure the Region Config in the web interface: 

1. Click Configuration, MSTP, and Region config. 

2. Specify Region Name, Revision Level. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

 

Figure 2-6.2:  The Region Config 

 

Parameter description: 

 Region Name  

0-32 characters. (A variable length text string encoded within a fixed field of 32 octets, 

conforming to RFC 2271’s definition of SNMP Admin String.). 

 Revision Level 

0-65535. 
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2-6.3 Instance View 

Providing an MST instance table which includes information (VLAN membership of a MSTI) of 

all spanning instances provisioned in the particular MST region which the bridge belongs. 

Through this table, additional MSTP configuration data can be applied and MSTP status can be 

retrieved. 

Web Interface  

To configure the Instance View in the web interface: 

1. Click Configuration, MSTP, and Instance View. 

2. Click Add VLAN. 

3. Specify Instance ID, VLAN Mapping. 

4. Click apply to save the setting. 

5. If you want to cancel the setting then you need to click the reset button. It will revert to 

previously saved values. 

6. Specify Instance config, port config, Instance status and port status. 

 

Figure 2-6.3:  The Instance View 

 

Parameter description: 

 Instance ID  

Every spanning tree instance need to have a unique instance ID within 0~4095. Instance 0 

(CIST) always exists and cannot be deleted. Additional spanning instances (MSTIs) can be 

added or deleted. At least one VLAN must be provisioned for an MSTI to declare the need 

for the MSTI to be existent.  

 Corresponding VLANS 

0-4095.  

Multiple VLANS can belong to an MSTI. All VLANS that are not provisioned through this will 

be automatically assigned to Instance 0(CIST). 

 Add VLAN  

To add an MSTP and provide its VLAN members or modify VLAN members for a specific 

MSTP. 

 Delete  

To delete an MSTP. 

 Instance Config  

To provision spanning tree performance parameters per instance. 

 Port Config  

To add an MSTP and provide its VLAN members or modify VLAN members for a specific 



35 
SG71070M 

  Revision A3 

MSTP. 

 Instance Status  

To show the status report of a particular spanning tree instance. 

 Port Status  

To show the status report of all ports regarding a specific spanning tree instance. 

 

 

 Instance ID  

Every spanning tree instance need to have a unique instance ID within 0~4095. Instance 0 

(CIST) always exists and cannot be deleted. Additional spanning instances (MSTIs) can be 

added or deleted. At least one VLAN must be provisioned for an MSTI to declare the need 

for the MSTI to be existent.  

 VLAN Mapping 

VID STRING. 

 

 Priority  

The priority parameter used in the CIST (Common and Internal Spanning Tree) connection. 

0 / 4096 / 8192 / 12288 / 16384 / 20480 / 24576 / 28672 / 32768 / 36864 / 40960 / 45056 / 

49152 / 53248 / 57344 / 61440. 

 MAX. Age  

6-40sec. The same definition as in the RSTP protocol. 

 Forward Delay  

4-30sec. The same definition as in the RSTP protocol.  

 MAX. Hops  

6-40sec. It’s a new parameter for the multiple spanning tree protocol. It is used in the 

internal spanning tree instances. “CIST Remaining Hops” or “MSTI Remaining Hops” in the 

Spanning tree protocol message would decreased by one when the message is propagated 
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to the neighboring bridge. If the Remaining Hops in a message is zero, the message (BPDU) 

would be regarded as invalid. Max Hops is used to specify the initial value of the Remaining 

Hops for Regional Root Bridge (Either CIST Regional Root or MSTI Regional Root).  

 

 Path Cost  

1 – 200,000,000 

The same definition as in the RSTP specification. But in MSTP, this parameter can be 

respectively applied to ports of CIST and ports of any MSTI.  

 Priority  

0 / 16 / 32 / 48 / 64 / 80 / 96 / 112 / 128 / 144 / 160 / 176 / 192 / 208 / 224 / 240  

The same definition as in the RSTP specification. But in MSTP, this parameter can be 

respectively applied to ports of CIST and ports of any MSTI.  

 Admin Edge  

Yes / No 

The same definition as in the RSTP specification for the CIST ports.  

 Admin P2P  

Auto / True / False 

The same definition as in the RSTP specification for the CIST ports. 

 Restricted Role  

Yes / No 

“Yes” causes the Port not to be selected as Root Port for the CIST or any MSTI, even if it has 

the best spanning tree priority vector. Such a Port will be selected as an Alternate Port after 

the Root Port has been selected. This parameter is “No” by default. If set, it can cause lack of 

spanning tree connectivity. It is set by a network administrator to prevent bridges external to 

a core region of the network influencing the spanning tree active topology, possibly because 

those bridges are not under the full control of the administrator.  

 Restricted TCN  

Yes / No 
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“Yes” causes the Port not to propagate received topology change notifications and topology 

changes to other Ports. This parameter is “No” by default. If set it can cause temporary loss 

of connectivity after changes in a spanning trees active topology as a result of persistent 

incorrectly learned station location information. It is set by a network administrator to 

prevent bridges external to a core region of the network, causing address flushing in that 

region, possibly because those bridges are not under the full control of the administrator. Or 

the status of MAC operation for the attached LANs transitions frequently.  

 M check  

The same definition as in the RSTP specification for the CIST ports.  

 

 MSTP State  

MSTP protocol is Enable or Disable.  

 Force Version  

It shows the current spanning tree protocol version configured.  

 Bridge Max Age  

It shows the Max Age setting of the bridge itself.  

 Bridge Forward Delay  

It shows the Forward Delay setting of the bridge itself.  

 Bridge Max Hops:  

It shows the Max Hops setting of the bridge itself.  

 Instance Priority  

Spanning tree priority value for a specific tree instance (CIST or MSTI).  

 Bridge Mac Address  

The Mac Address of the bridge itself.  

 CIST ROOT PRIORITY  

Spanning tree priority value of the CIST root bridge  

 CIST ROOT MAC  
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Mac Address of the CIST root bridge.  

 CIST EXTERNAL ROOT PATH COST  

Root path cost value from the point of view of the bridge’s MST region.  

 CIST ROOT PORT ID  

The port ID of the bridge’s root port. In MSTP, peer port of a root port may reside in 

different MST region or in the same MST region. The first case indicates that the root port’s 

owner is the CIST regional root bridge.  

 CIST REGIONAL ROOT PRIORITY  

Spanning tree priority value of the CIST regional root bridge. Note that CIST Regional Root 

Bridge is different from CIST Root Bridge. One exception is that when a bridge belonging to 

an MST region happens to be the root bridge of the CST (Common Spanning Tree). An MST 

Region in the CST can be regarded as a common RSTP bridge. The IST (Internal Spanning 

Tree) and MSTIs are transparent to bridges outside this region. 

 CIST REGIONAL ROOT MAC  

MAC Address of the CIST regional root bridge.  

 CIST INTERNAL ROOT PATH COST  

Root path cost value from the point of view of the bridges inside the IST.  

 CIST CURRENT MAX AGE  

Max Age of the CIST Root Bridge.  

 CIST CURRENT FORWARD DELAY  

Forward Delay of the CIST Root Bridge.  

 TIME SINCE LAST TOPOLOGY CHANGE(SECs)  

Time since Last Topology Change is the elapsed time in unit of seconds for a bunch of 

“Topology Change and (or) Topology Change Notification receiving” to occur. When new 

series of Topology Changes occur again, this counter will be reset to 0. 

 TOPOLOGY CHANGE COUNT(SECs)  

The per spanning tree instance Topology Change Count expresses the time spent in unit of 

seconds since the beginning of the Spanning Tree Topology Change to the end of the STP 

convergence. Once there is no topology change occurring and no more topology change 

notification received, the Topology Change count will be reset to 0.  

 

 Status  

The forwarding status. Same definition as of the RSTP specification possible values are 

“FORWARDING”, “LEARNING”, “DISCARDING”.  

 Role 

The role that a port plays in the spanning tree topology. Possible values are “dsbl”(disable 

port) , ”alt”(alternate port) , “bkup”(backup port) , “ROOT”(root port) , “DSGN”(designated 

port) , “MSTR”(master port). The last 3 are possible port roles for a port to transit to 

FORWARDING state.  

 Path Cost 
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Display currently resolved port path cost value for each port in a particular spanning tree 

instance.  

 Priority  

Display port priority value for each port in a particular spanning tree instance. 

 Hello  

Per port Hello Time display. It takes the following form: 

Current Hello Time/Hello Time Setting.  

 Oper. Edge  

Whether or not a port is an Edge Port in reality.  

 Oper. P2P  

Whether or not a port is a Point-to-Point Port in reality.  

 Restricted Role  

Same as mentioned in “Port Config”.  

 Restricted Tcn  

Same as mentioned in “Port Config”. 
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2-7 IPMC Profile 

 

This page provides IPMC Profile related configurations. 

2-7.1 Profile Table 

The IPMC profile is used to deploy the access control on IP multicast streams. It is allowed to 

create at maximum 64 Profiles with at maximum 128 corresponding rules for each. 

 

Web Interface  

To configure the IPMC Profile Configuration in the web interface: 

Figure 2-7.1:  The IPMC Profile Configuration 

 

  

 

 

 

Parameter description: 

http://192.168.1.100/help/glossary.htm#ipmc_profile
http://192.168.1.100/help/glossary.htm#ipmc
http://192.168.1.100/help/glossary.htm#ip
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 Port  

The switch port number of the corresponding STP CIST (and MSTI) port.  

 Global Profile Mode 

Enable/Disable the Global IPMC Profile. 

System starts to do filtering based on profile settings only when the global profile mode is 

enabled.  

 Delete 

Check to delete the entry. 

The designated entry will be deleted during the next save.  

 Profile Name 

The name used for indexing the profile table. 

Each entry has the unique name which is composed of at maximum 16 alphabetic and 

numeric characters. At least one alphabet must be present.  

 Profile Description 

Additional description, which is composed of at maximum 64 alphabetic and numeric 

characters, about the profile. 

No blank or space characters are permitted as part of description. Use "_" or "-" to separate 

the description sentence.  

 Rule 

When the profile is created, click the edit button to enter the rule setting page of the 

designated profile. Summary about the designated profile will be shown by clicking the view 

button. You can manage or inspect the rules of the designated profile by using the following 

buttons: 

 

: Adjust the rules associated with the designated profile.  

 Buttons 

Add New IPMC Profile – Click to add new IPMC profile. Specify the name and configure the 

new entry. Click "Save". 

Apply – Click to save changes. 

Reset – Click to undo any changes made locally and revert to previously saved values. 

 

2-7.1.1 IPMC Profile Rule Settings Table 

This page provides the filtering rule settings for a specific IPMC profile. It displays the 

configured rule entries in precedence order. First rule entry has highest priority in lookup, while 

the last rule entry has lowest priority in lookup. 

 Profile Name 

The name of the designated profile to be associated. This field is not editable.  

 Entry Name 

The name used in specifying the address range used for this rule. 

Only the existing profile address entries will be chosen in the selected box. This field is not 

allowed to be selected as none ("-") while the Rule Settings Table is committed.  

 Address Range 

The corresponding address range of the selected profile entry. This field is not editable and 

http://192.168.1.100/help/glossary.htm#ipmc_profile
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will be adjusted automatically according to the selected profile entry.  

 Action 

Indicates the learning action upon receiving the Join/Report frame that has the group 

address matches the address range of the rule. 

Permit: Group address matches the range specified in the rule will be learned.  

Deny: Group address matches the range specified in the rule will be dropped.  

 Log 

Indicates the logging preference upon receiving the Join/Report frame that has the group 

address matches the address range of the rule. 

Enable: Corresponding information of the group address, that matches the range specified 

in the rule, will be logged.  

Disable: Corresponding information of the group address, that matches the range specified 

in the rule, will not be logged.  

 Buttons 

Add Last Rule – Click to add a new rule in the end of the specific profile's rule list. Specify the 

address entry and configure the new entry. Click "Commit". 

Commit – Click to commit rule changes for the designated profile. 

Reset – Click to undo any changes made locally and revert to previously saved values. 
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2-7.2 Address Entry 

This page provides address range settings used in IPMC profile. 

The address entry is used to specify the address range that will be associated with IPMC Profile. 

It is allowed to create at maximum 128 address entries in the system. 

 

Web Interface  

To configure the IPMC Profile Address Configuration in the web interface: 

 

Figure 2-7.2:  The IPMC Profile Address Configuration 

 

 

Parameter description: 

 Delete 

Check to delete the entry. 

The designated entry will be deleted during the next save.  

 Entry Name 

The name used for indexing the address entry table. 

Each entry has the unique name which is composed of at maximum 16 alphabetic and 

numeric characters. At least one alphabet must be present.  

 Start Address 

The starting IPv4/IPv6 Multicast Group Address that will be used as an address range.  

 End Address 

The ending IPv4/IPv6 Multicast Group Address that will be used as an address range.  

 Buttons 

Add New Address (Range) Entry – Click to add new address range. Specify the name and 

configure the addresses. Click "Save". 

Apply – Click to save changes. 

Reset – Click to undo any changes made locally and revert to previously saved values. 

  

http://192.168.1.100/help/glossary.htm#ipmc_profile
http://192.168.1.100/help/glossary.htm#ipmc
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2-8 MAC Table 

Switching of frames is based upon the DMAC address contained in the frame. The switch builds 

up a table that maps MAC addresses to switch ports for knowing which ports the frames 

should go to (based upon the DMAC address in the frame). This table contains both static and 

dynamic entries. The static entries are configured by the network administrator if the 

administrator wants to do a fixed mapping between the DMAC address and switch ports.  

The frames also contain a MAC address (SMAC address), which shows the MAC address of the 

equipment sending the frame. The SMAC address is used by the switch to automatically 

update the MAC table with these dynamic MAC addresses. Dynamic entries are removed from 

the MAC table if no frame with the corresponding SMAC address have been seen after a 

configurable age time. 

Web Interface  

To configure MAC Table Configuration in the web interface: 

Aging Configuration 

1. Click configuration, MAC Table. 

2. Specify the Disable Automatic Aging and Aging Time.  

3. Click Apply. 

MAC Table Learning 

1. Click configuration. 

2. Specify the Port Members (Auto, Disable, Secure).  

3. Click Apply. 

Static MAC Table Configuration  

1. Click configuration and Add new Static entry. 

2. Specify the VLAN IP and Mac address, Port Members.  

3. Click Apply. 

 

Figure 2-8:  The MAC Table Configuration 
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Parameter description: 

 Aging Configuration  

By default, dynamic entries are removed from the MAC table after 300 seconds. This 

removal is also called aging. 

Configure aging time by entering a value here in seconds; for example, Age time seconds.  

The allowed range is 10 to 1000000 seconds.  

Disable the automatic aging of dynamic entries by checking Disable automatic aging. 

MAC Table Learning 

If the learning mode for a given port is greyed out, another module is in control of the mode, 

so that it cannot be changed by the user. An example of such a module is the MAC-Based 

Authentication under 802.1X. Each port can do learning based upon the following settings:  

 Auto  

Learning is done automatically as soon as a frame with unknown SMAC is received.  

 Disable  

No learning is done.  

 Secure  

Only static MAC entries are learned, all other frames are dropped. 

 

 

NOTE:  Make sure that the link used for managing the switch is 

added to the Static Mac Table before changing to secure learning 

mode, otherwise the management link is lost and can only be 

restored by using another non-secure port or by connecting to the 

switch via the serial interface.   

 

Static MAC Table Configuration 

The static entries in the MAC table are shown in this table. The static MAC table can contain 64 

entries. The maximum of 64 entries is for the whole stack, and not per switch.  

The MAC table is sorted first by VLAN ID and then by MAC address. 

 Delete  

Check to delete the entry. It will be deleted during the next save.  

 VLAN ID  

The VLAN ID of the entry.  

 MAC Address  

The MAC address of the entry.  
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 Block 

Block all packet which VLAN and Mac address is match if the “block” is evoke.  

 Port Members  

Checkmarks indicate which ports are members of the entry. Check or uncheck as needed to 

modify the entry.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values.  
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2-9 IGMP Snooping 

The function, is used to establish the multicast groups to forward the multicast packet to the 

member ports, and, in nature, avoids wasting the bandwidth while IP multicast packets are 

running over the network. This is because a switch that does not support IGMP or IGMP 

Snooping cannot tell the multicast packet from the broadcast packet, so it can only treat them 

all as the broadcast packet. Without IGMP Snooping, the multicast packet forwarding function 

is plain and nothing is different from broadcast packet. 

A switch supporting IGMP Snooping with the functions of query, report and leave, a type of 

packet exchanged between IP Multicast Router/Switch and IP Multicast Host, can update the 

information of the Multicast table when a member (port) joins or leaves an IP Multicast 

Destination Address. With this function, once a switch receives an IP multicast packet, it will 

forward the packet to the members who joined in a specified IP multicast group before. 

The packets will be discarded by the IGMP Snooping if the user transmits multicast packets to 

the multicast group that had not been built up in advance. IGMP mode enables the switch to 

issue IGMP functions that you enable IGMP proxy or snooping on the switch, which connects 

to a router closer to the root of the tree. This interface is the upstream interface. The router on 

the upstream interface should be running IGMP. 

2-9.1 Basic Configuration 

The section describes how to set the basic IGMP Snooping on the switch, which connects to a 

router closer to the root of the tree. This interface is the upstream interface. The router on the 

upstream interface should be running IGMP. 

Web Interface  

To configure the IGMP Snooping Configuration in the web interface: 

1. Click Configuration, IPMC, IGMP Snooping, Basic Configuration. 

2. Evoke to select enable or disable which Global configuration. 

3. Evoke which port wants to become a Router Port or enable/ disable the Fast Leave 

function. 

4. Scroll to set the Throttling parameter. 

5. Click apply to save the setting. 

6. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-9.1:  The IGMP Snooping Configuration 
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Parameter description: 

 Snooping Enabled 

Enable the Global IGMP Snooping.  

 Unregistered IPMCv4 Flooding enabled  

Enable unregistered IPMCv4 traffic flooding.  

 IGMP SSM Range  

SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and routers run the SSM 

service model for the groups in the address range. Format: (IP address/ Sub mask)  

 Proxy Enabled  

Enable IGMP Proxy. This feature can be used to avoid forwarding unnecessary join and leave 

messages to the router side.  

 Port  

It shows the physical Port index of switch. 

 Router Port  

Specify which ports act as router ports. A router port is a port on the Ethernet switch that 

leads towards the Layer 3 multicast device or IGMP querier.  

If an aggregation member port is selected as a router port, the whole aggregation will act as 

a router port.  

 Fast Leave  

Enable the fast leave on the port.  

 Throttling  

Enable to limit the number of multicast groups to which a switch port can belong.  
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2-9.2 VLAN Configuration 

The section describes the VLAN configuration setting process integrated with IGMP Snooping 

function. For each setting, the page shows up to 99 entries from the VLAN table, default being 

20, selected through the "entries per page" input field. When first visited, the web page will 

show the first 20 entries from the beginning of the VLAN Table. The first displayed will be the 

one with the lowest VLAN ID found in the VLAN Table. The "VLAN" input fields allow the user 

to select the starting point in the VLAN Table. Clicking the button will update the displayed 

table starting from that or the next closest VLAN Table match.  

Web Interface  

To configure the IGMP Snooping VLAN Configuration in the web interface: 

1. Click Configuration, IPMC, IGMP Snooping, VLAN Configuration. 

2. Evoke to select enable or disable Snooping, IGMP Querier. Specify the parameters in the 

blank field. 

3. Click the refresh to update the data or click << or >> to display previous entry or next 

entry. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-9.2:  The IGMP Snooping VLAN Configuration 

 

Parameter description: 

 Delete  

Check to delete the entry. The designated entry will be deleted during the next save.  

 VLAN ID  

It displays the VLAN ID of the entry.  

 IGMP Snooping Enabled  

Enable the per-VLAN IGMP Snooping. Only up to 32 VLANS can be selected.  

 IGMP Querier  

Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier. 

 Compatibility  

Compatibility is maintained by hosts and routers taking appropriate actions depending on 
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the versions of IGMP operating on hosts and routers within a network. The allowed selection 

is IGMP-Auto, Forced IGMPv1, Forced IGMPv2, Forced IGMPv3, default compatibility value is 

IGMP-Auto.  

 Rv  

Robustness Variable. The Robustness Variable allows tuning for the expected packet loss on 

a network. The allowed range is 1 to 255; default robustness variable value is 2.  

 QI  

Query Interval. The Query Interval is the interval between General Queries sent by the 

querier. The allowed range is 1 to 31744 seconds; default query interval is 125 seconds. 

 QRI  

Query Response Interval. The Max Response Time used to calculate the Max Resp Code 

inserted into the periodic General Queries. The allowed range is 0 to 31744 in tenths of 

seconds; default query response interval is 100 in tenths of seconds (10 seconds).  

 LLQI (LMQI for IGMP)  

Last Member Query Interval. The Last Member Query Time is the time value represented by 

the Last Member Query Interval, multiplied by the Last Member Query Count. The allowed 

range is 0 to 31744 in tenths of seconds; default last member query interval is 10 in tenths 

of seconds (1 second).  

 URI  

Unsolicited Report Interval. The Unsolicited Report Interval is the time between repetitions 

of a host's initial report of membership in a group. The allowed range is 0 to 31744 seconds, 

default unsolicited report interval is 1 second. . 

 Buttons  

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-9.3 Filtering Profile 

The section describes how to set the IGMP Port Group Filtering. With the IGMP filtering feature, 

a user can exert this type of control. In some network application environments, as like the 

metropolitan or multiple-dwelling unit (MDU) installations, a user might want to control the 

multicast groups to which a user on a switch port can belong. It allows the user to control the 

distribution of multicast services, such as IP/TV, based on some type of subscription or service 

plan.  

With this feature, you can filter multicast joins on a per-port basis by configuring IP multicast 

profiles and associating them with individual switch ports. An IGMP profile can contain one or 

more multicast groups and specifies whether access to the group is permitted or denied. If an 

IGMP profile denying access to a multicast group is applied to a switch port, the IGMP join 

report requesting the stream of IP multicast traffic is dropped, and the port is not allowed to 

receive IP multicast traffic from that group. If the filtering action permits access to the multicast 

group, the IGMP report from the port is forwarded for normal processing.  

IGMP filtering controls only IGMP membership join reports and has no relationship to the 

function that directs the forwarding of IP multicast traffic.  

Web Interface  

To configure the IGMP Snooping Port Group Filtering in the web interface: 

1. Click Configuration, IPMC, IGMP Snooping, Port Group Filtering. 

2. Click Add new Filtering Group. 

3. Scroll the Port to enable the Port Group Filtering. Specify the Filtering Groups in the blank 

field. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-9.3:  The IGMP Snooping Port Group Filtering Profile. 

 

Parameter description: 

 Port  

The logical port for the settings.  

 Filtering Profile  
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Select the IPMC Profile as the filtering condition for the specific port. Summary about the 

designated profile will be shown by clicking the view button.  

 

2-10 VLANS 
Assign a specific VLAN for management. The management VLAN is used to establish an IP 

connection to the switch from a workstation connected to a port in the VLAN. This connection 

supports a VSM, SNMP, and Telnet session. By default, the active management VLAN is VLAN 1, 

but you can designate any VLAN as the management VLAN using the Management VLAN 

window. Only one management VLAN can be active at a time.  

When you specify a new management VLAN, your HTTP connection to the old management 

VLAN is lost. For this reason, you should have a connection between your management station 

and a port in the new management VLAN or connect to the new management VLAN through a 

multi-VLAN route. 

Web Interface  

To configure VLAN Configuration in the web interface: 

1. Click Configuration VLANS. 

2. Specify Existing VLANS, Ether type for Custom S-ports. 

3. Click Apply. 

 

Figure 2-10:  The VLAN Configuration 

 

 

 

Parameter description: 

 Allowed Access VLANS  

This field shows the allowed Access VLANS, it only affects ports configured as Access ports. 

Ports in other modes are members of all VLANS specified in the Allowed VLANS field. 

By default, only VLAN 1 is enabled. More VLANS may be created by using a list syntax where 
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the individual elements are separated by commas. Ranges are specified with a dash 

separating the lower and upper bound. 

The following example will create VLANS 1, 10, 11, 12, 13, 200, and 300: 1, 10-13,200,300. 

Spaces are allowed in between the delimiters.   

 Port  

This is the logical port number of this row.  

 Mode  

The port mode (default is Access) determines the fundamental behavior of the port in question. A port 

can be in one of three modes as described below. 

Whenever a particular mode is selected, the remaining fields in that row will be either grayed out or 

made changeable depending on the mode in question. 

Grayed out fields show the value that the port will get when the mode is applied. 

 

Access: 

Access ports are normally used to connect to end stations. Dynamic features like Voice VLAN may add 

the port to more VLANS behind the scenes. Access ports have the following characteristics: 

 Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by default is 1. 

 Accepts untagged frames and C-tagged frames. 

 Discards all frames that are not classified to the Access VLAN, 

 On egress all frames are transmitted untagged. 

Trunk: 

Trunk ports can carry traffic on multiple VLANS simultaneously, and are normally used to connect to 

other switches. Trunk ports have the following characteristics: 

 By default, a trunk port is member of all existing VLANS. This may be limited by the use of Allowed 

VLANS, 

 Unless VLAN trunking is enabled on the port, frames classified to a VLAN that the port is not a 

member of will be discarded, 

 By default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN) get tagged on 

egress. Frames classified to the Port VLAN do not get C-tagged on egress, 

 Egress tagging can be changed to tag all frames, in which case only tagged frames are accepted 

on ingress, 

 VLAN trunking may be enabled. 

 

Hybrid: 

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration features. In 

addition to the characteristics described for trunk ports, hybrid ports have these abilities: 

 Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-custom-tag aware, 

 Ingress filtering can be controlled, 

 Ingress acceptance of frames and configuration of egress tagging can be configured 

independently.   

 Port VLAN  

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANS are in the range 1 through 4095, default 

being 1. 

On ingress, frames get classified to the Port VLAN if the port is configured as VLAN unaware, the 

frame is untagged, or VLAN awareness is enabled on the port, but the frame is priority tagged (VLAN 

ID = 0). 

On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging configuration is set 

to untag Port VLAN. 

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN for ports in 

Trunk or Hybrid mode.   

http://192.168.1.102/help/help_vlan.htm#Trunking
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 Port Type  

Ports in hybrid mode allow for changing the port type, that is, whether a frame's VLAN tag is used to 

classify the frame on ingress to a particular VLAN, and if so, which TPID it reacts on. Likewise, on 

egress, the Port Type determines the TPID of the tag, if a tag is required. 

 

Unaware: 

On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port VLAN, and 

possible tags are not removed on egress. 

 

C-Port: 

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID embedded in the 

tag. If a frame is untagged or priority tagged, the frame gets classified to the Port VLAN. If frames 

must be tagged on egress, they will be tagged with a C-tag. 

 

S-Port: 

On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified to the VLAN ID 

embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port 

VLAN. If frames must be tagged on egress, they will be tagged with an S-tag. 

 

S-Custom-Port: 

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured for 

Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged or priority 

tagged, the frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be 

tagged with the custom S-tag.  

 Ingress Filtering  

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have ingress filtering 

enabled. 

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN that the port is not a 

member of get discarded. 

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of are 

accepted and forwarded to the switch engine. However, the port will never transmit frames classified 

to VLANS that it is not a member of.  

 VLAN Trunking  

Trunk and Hybrid ports allow for enabling VLAN trunking. 

When VLAN trunking is enabled, frames classified to unknown VLANS are accepted on the port 

whether ingress filtering is enabled or not. 

This is useful in scenarios where a cloud of intermediary switches must bridge VLANS that haven't 

been created. By configuring the ports that connect the cloud of switches as trunking ports, they can 

seamlessly carry those VLANS from one end to the other.  

 Ingress Acceptance  

Hybrid ports allow for changing the type of frames that are accepted on ingress. 

 

Tagged and Untagged:  

Both tagged and untagged frames are accepted. 

 

Tagged Only: 

Only tagged frames are accepted on ingress. Untagged frames are discarded.  

 

Untagged Only: 

Only untagged frames are accepted on ingress. Tagged frames are discarded.   

 Egress Tagging  

Ports in Trunk and Hybrid mode may control the tagging of frames on egress. 

 

Untag Port VLAN 

Frames classified to the Port VLAN are transmitted untagged. Other frames are transmitted with the 
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relevant tag. 

 

Tag All 

All frames, whether classified to the Port VLAN or not, are transmitted with a tag. 

 

Untag All 

All frames, whether classified to the Port VLAN or not, are transmitted without a tag. 

This option is only available for ports in Hybrid mode.  

 Allowed VLANS  

Ports in Trunk and Hybrid mode may control which VLANS they are allowed to become members of. 

Access ports can only be member of one VLAN, the Access VLAN. 

The field's syntax is identical to the syntax used in the Existing VLANS field. By default, a port may 

become member of all possible VLANS, and is therefore set to 1-4095. 

The field may be left empty, which means that the port will not be member of any of the existing 

VLANS, but if it is configured for VLAN Trunking it will still be able to carry all unknown VLANS.   

  

http://192.168.1.102/help/help_vlan.htm#VLANIDs
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2-11 Private VLANS 

In a private VLAN, communication between ports in that private VLAN is not permitted. A 

VLAN can be configured as a private VLAN. 

2-11.1 VLAN Membership 

The VLAN membership configuration for the selected stack switch unit switch can be 

monitored and modified here. Up to 4096 VLANS are supported. This page allows for adding 

and deleting VLANS as well as adding and deleting port members of each VLAN.  

Web Interface  

To configure Private VLAN Membership Configuration in the web interface: 

1. Click VLAN membership Configuration. 

2. Specify Management VLAN ID. 0~ 4094. 

3. Click Apply. 

 

Figure 2-11.1:  The Private VLAN Membership Configuration 

 

Parameter description: 

 Delete  

To delete a private VLAN entry, check this box. The entry will be deleted during the next save.   

 PVLAN ID  

Indicates the ID of this particular private VLAN.  

 Port Members  

A row of check boxes for each port is displayed for each VLAN ID. To include a port in a 

VLAN, check the box. To remove or exclude the port from the VLAN, make sure the box is 

unchecked. By default, no ports are members, and all boxes are unchecked.  

 Add  

Click to add a new VLAN ID. An empty row is added to the table, and the VLAN can be 

configured as needed. Legal values for a VLAN ID are 1 through 4095. 

The VLAN is enabled on the selected stack switch unit when you click on "Save". The VLAN is 

thereafter present on the other stack switch units, but with no port members. The check box 

is greyed out when VLAN is displayed on other stacked switches, but user can add member 

ports to it. 

A VLAN without any port members on any stack unit will be deleted when you click "Save". 

The button can be used to undo the addition of new VLANS.  

 Buttons 

Apply – Click to save changes. 

http://192.168.1.1/help/glossary.htm#private_vlan
http://192.168.1.1/help/glossary.htm#vlan
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Reset- Click to undo any changes made locally and revert to previously saved values. 

2-11.2 Port Isolation 

Port Isolation provides for an apparatus and method to isolate ports on layer 2 switches on the 

same VLAN to restrict traffic flow. The apparatus comprises a switch having said plurality of 

ports, each port configured as a protected port or a non-protected port. An address table 

memory stores an address table having a destination address and port number pair. A 

forwarding map generator generates a forwarding map which is responsive to a destination 

address of a data packet. The method for isolating ports on a layer 2 switch comprises of 

configuring each of the ports on the layer 2 switch as a protected port or a non-protected port. 

A destination address on a data packet is matched with a physical address on said layer 2 

switch and a forwarding map is generated for the data packet based upon the destination 

address on the data packet. The data packet is then sent to the plurality of ports pursuant to 

the forwarding map generated based upon whether the ingress port was configured as a 

protected or non-protected port. 

This page is used for enabling or disabling port isolation on ports in a Private VLAN. A port 

member of a VLAN can be isolated to other isolated ports on the same VLAN and Private 

VLAN.  

Web Interface  

To configure Port Isolation Configuration in the web interface: 

1. Click Private VLAN, Port Isolation. 

2. Evoke which port want to enable Port Isolation. 

3. Click Apply. 

 

Figure 2-11.2:  The Port Isolation Configuration 

  

Parameter description: 

 Port Members  

A check box is provided for each port of a private VLAN. When checked, port isolation is 

enabled on that port. When unchecked, port isolation is disabled on that port. By default, 

port isolation is disabled on all ports.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-12 VCL 

 

2-12.1 MAC-based VLAN 

MAC address-based VLAN decides the VLAN for forwarding an untagged frame based on the 

source MAC address of the frame. 

A most common way of grouping VLAN members is by port, hence the name port-based 

VLAN. Typically, the device adds the same VLAN tag to untagged packets that are received 

through the same port. Later on, these packets can be forwarded in the same VLAN. 

Port-based VLAN is easy to configure, and applies to networks where the locations of terminal 

devices are relatively fixed. As mobile office and wireless network access gain more popularity, 

the ports that terminal devices use to access the networks are very often non-fixed. A device 

may access a network through Port A this time, but through Port B the next time. If Port A and 

Port B belong to different VLANS, the device will be assigned to a different VLAN the next time 

it accesses the network. As a result, it will not be able to use the resources in the old VLAN. On 

the other hand, if Port A and Port B belong to the same VLAN, after terminal devices access the 

network through Port B, they will have access to the same resources as those accessing the 

network through Port A do, which brings security issues. To provide user access and ensure 

data security in the meantime, the MAC-based VLAN technology is developed. 

MAC-based VLANS group VLAN members by MAC address. With MAC-based VLAN 

configured, the device adds a VLAN tag to an untagged frame according to its source MAC 

address. MAC-based VLANS are mostly used in conjunction with security technologies such as 

802.1X to provide secure, flexible network access for terminal devices. 

 

Web Interface  

To configure MAC address-based VLAN configuration in the web interface: 

 

1.   Click VLC, MAC-based VLAN configuration and add new entry. 

2.   Specify the MAC address and VLAN ID.  

3.   Click Apply. 

 

Figure 2-12.1:  The MAC-based VLAN Membership Configuration 

 

 

Parameter description: 

 Delete  

To delete a MAC-based VLAN entry, check this box and press save. The entry will be deleted 

on the selected switch in the stack.  

 MAC Address  

Indicates the MAC address.  

 VLAN ID  

Indicates the VLAN ID.   
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2-12.2 Protocol -based VLAN 

 

This section describes Protocol-based VLAN. The switch supports protocols including Ethernet, 

LLC, and SNAP. 

 

LLC 

The Logical Link Control (LLC) data communication protocol layer is the upper sub-layer of the 

Data Link Layer (which is itself layer 2, just above the Physical Layer) in the seven-layer OSI 

reference model. It provides multiplexing mechanisms that make it possible for several 

network protocols (IP, IPX, Decent and Appletalk) to coexist within a multipoint network and to 

be transported over the same network media, and can also provide flow control and automatic 

repeat request (ARQ) error management mechanisms. 

 

SNAP 

The Subnetwork Access Protocol (SNAP) is a mechanism for multiplexing, on networks using 

IEEE 802.2 LLC, more protocols than can be distinguished by the 8-bit 802.2 Service Access 

Point (SAP) fields. SNAP supports identifying protocols by Ethernet type field values; it also 

supports vendor-private protocol identifier spaces. It is used with IEEE 802.3, IEEE 802.4, IEEE 

802.5, IEEE 802.11 and other IEEE 802 physical network layers, as well as with non-IEEE 802 

physical network layers such as FDDI that use 802.2 LLC. 

 

 

2-12.2.1 Group to VLAN 

This section allows you to map an already configured Group Name to a VLAN for the selected 

stack switch. 

 

Web Interface  

To Display Group Name to VLAN mapping table configured in the web interface: 

1.   Click Group Name VLAN configuration and add new entry. 

2.   Specify the Group Name and VLAN ID. 

3.   Click Apply. 

 

Figure 2-12.2.1:  The Group Name of VLAN Mapping Table 

 

Parameter description: 

 Delete  

To delete a Group Name to VLAN map entry, check this box. The entry will be deleted on the 

switch during the next Save  

 Group Name  

A valid Group Name is a string of almost 16 characters which consists of a combination of 

alphabets (a-z or A-Z) and integers (0-9), no special character is allowed. Whichever Group 

name you try map to a VLAN must be present in Protocol to Group mapping table and must 

not be perused by any other existing mapping entry on this page.  

http://en.wikipedia.org/wiki/Data_Link_Layer
http://en.wikipedia.org/wiki/Physical_Layer
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/IPX
http://en.wikipedia.org/wiki/Appletalk
http://en.wikipedia.org/wiki/Service_Access_Point
http://en.wikipedia.org/wiki/Service_Access_Point
http://en.wikipedia.org/wiki/IEEE_802
http://192.168.1.1/help/glossary.htm#vlan
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 VLAN ID : 

Indicates the ID to which Group Name will be mapped. A valid VLAN ID ranges from 1-4095. 

 Port Members  

A row of check boxes for each port is displayed for each Group Name to VLAN ID mapping. 

To include a port in a mapping, check the box. To remove or exclude the port from the 

mapping, make sure the box is unchecked. By default, no ports are members, and all boxes 

are unchecked.  

 Adding a New Group to VLAN mapping entry  

Click to add a new entry in mapping table. An empty row is added to the table, the Group 

Name, VLAN ID and port members can be configured as needed. Legal values for a VLAN ID 

are 1 through 4095. The button can be used to undo the addition of new entry.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 

 

2-12.2.2 Protocol to Group 

 

This page allows you to add new protocols to Group Name (unique for each Group) mapping 

entries as well as allow you to see and delete already mapped entries for the selected stack 

switch unit switch. 

 

Web Interface  

To configure Protocol -based VLAN configuration in the web interface: 

 

1.   Click Protocol -based VLAN configuration and add new entry. 

2.   Specify the Ethernet LLC SNAP Protocol and Group Name.  

3.   Click Apply. 

 

Figure 2-12.2.2:  The Protocol to Group Mapping Table 

 

 

Parameter description: 

 Delete  

To delete a Protocol to Group Name map entry, check this box. The entry will be deleted on 

the switch during the next Save.  

 Frame Type  

Frame Type can have one of the following values:  

1. Ethernet  

2. LLC  

3. SNAP  
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NOTE:  On changing the Frame type field, valid value of the following 

text field will vary depending on the new frame type you selected.   

 

 Value  

Valid value that can be entered in this text field depends on the option selected from the 

preceding Frame Type selection menu.  

Below is the criteria for three different Frame Types:  

1. For Ethernet: Values in the text field when Ethernet is selected as a Frame Type is 

called etype. Valid values for etype ranges from 0x0600-0xffff  

2. For LLC: Valid value in this case is comprised of two different sub-values.  

a. DSAP: 1-byte long string (0x00-0xff)  

b. SSAP: 1-byte long string (0x00-0xff)  

3. For SNAP: Valid value in this case also is comprised of two different sub-values.  

a.OUI: OUI (Organizationally Unique Identifier) is value in format of xx-xx-xx where 

each pair (xx) in string is a hexadecimal value ranges from 0x00-0xff.  

b. PID: If the OUI is hexadecimal 000000, the protocol ID is the Ethernet type 

(EtherType) field value for the protocol running on top of SNAP; if the OUI is an OUI for 

a particular organization, the protocol ID is a value assigned by that organization to 

the protocol running on top of SNAP.  

In other words, if value of OUI field is 00-00-00 then value of PID will be etype 

(0x0600-0xffff) and if value of OUI is other than 00-00-00 then valid value of PID will be 

any value from 0x0000 to 0xffff.  

 Group Name  

A valid Group Name is a unique 16-character long string for every entry which consists of a 

combination of alphabets (a-z or A-Z) and integers (0-9). 

 

 

NOTE: Special characters and underscore (_) are not allowed.  

 

 Adding a New Group to VLAN mapping entry  

Click to add a new entry in mapping table. An empty row is added to the table; Frame Type, 

Value and the Group Name can be configured as needed.  

The button can be used to undo the addition of new entry.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-12.3 IP Subnet-based VLAN 

The IP subnet-based VLAN entries can be configured here. This page allows for adding, 

updating, and deleting IP subnet-based VLAN entries and assigning the entries to different 

ports. This page shows only static entries. 

 

Web Interface  

To Display IP subnet-based VLAN Membership to configured in the web interface: 

1.   Click VCL, Group Name VLAN configuration and add new entry. 

2.   Specify the VCE ID, IP Address, Mask Length, VLAN ID and select Port Members. 

3.   Click Apply. 

 

Figure 2-12.3:  IP Subnet-based VLAN Membership Configuration 

 

Parameter description: 

 Delete 

To delete an IP subnet-based VLAN entry, check this box and press save. The entry will be 

deleted on the selected switch in the stack. 

 VCE ID 

Indicates the index of the entry. It is user configurable. Its value ranges from 0-128. If a VCE 

ID is 0, application will auto-generate the VCE ID for that entry. Deletion and lookup of IP 

subnet-based VLAN are based on VCE ID. 

 IP Address 

Indicates the IP address. 

 Mask Length 

Indicates the network mask length. 

 VLAN ID 

Indicates the VLAN ID. VLAN ID can be changed for the existing entries. 
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2-13 QoS 

This switch supports four QoS queues per port with strict or weighted fair queuing scheduling. 

It supports QoS Control Lists (QCL) for advance programmable QoS classification, based on 

IEEE 802.1p, Ethertype, VID, IPv4/IPv6 DSCP and UDP/TCP ports and ranges.  

High flexibility in the classification of incoming frames to a QoS class. The QoS classification 

looks for information up to Layer 4, including IPv4 and IPv6 DSCP, IPv4 TCP/UDP port numbers, 

and user priority of tagged frames. This QoS classification mechanism is implemented in a QoS 

control list (QCL). The QoS class assigned to a frame is used throughout the device for 

providing queuing, scheduling, and congestion control guarantees to the frame according to 

what was configured for that specific QoS class. 

The switch supports advanced memory control mechanisms providing excellent performance 

of all QoS classes under any traffic scenario, including jumbo frame. A super priority queue 

with dedicated memory and strict highest priority in the arbitration. The ingress super priority 

queue allows traffic recognized as CPU traffic to be received and queued for transmission to 

the CPU even when all the QoS class queues are congested. 

2-13.1 Port Classification  

The section allows you to configure the basic QoS Ingress Classification settings for all switch 

ports. And the settings relate to the currently selected stack unit, as reflected by the page 

header. 

Web Interface  

To configure the QoS Ingress Port Classification parameters in the web interface: 

1. Click Configuration, QoS, Port Classification. 

2. Scroll to select QoS class, DP Level, PCP and DEI parameters. 

3. Click the save to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.1:  The QoS Ingress Port Classification 
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Parameter description: 

 Port  

The port number for which the configuration below applies.  

 PCP  

Controls the default PCP value.  

All frames are classified to a PCP value. 

If the port is VLAN aware and the frame is tagged, then the frame is classified to the PCP 

value in the tag. Otherwise the frame is classified to the default PCP value.  

 DSCP Based  

Click to Enable DSCP Based QoS Ingress Port Classification.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-13.2 Port Policing  

This section provides an overview of the QoS Ingress Port Policers for all switch ports. The Port 

Policing is useful in constraining traffic flows and marking frames above specific rates. Policing 

is primarily useful for data flows and voice or video flows because voice and video usually 

maintains a steady rate of traffic. 

Web Interface  

To configure the QoS Ingress Port Policers in the web interface: 

1. Click Configuration, QoS, Port Policing. 

2. Evoke which port need to enable the QoS Ingress Port Policers and type the Rate limit 

condition. 

3. Scroll to select the Rate limit Unit with kbps, Mbps, fps and kfps. 

4. Click Apply to save the configuration. 

 

Figure 2-13.2:  The QoS Ingress Port Policers  

 

Parameter description: 

 Port  

The logical port for the settings contained in the same row. Click on the port number in 

order to configure the schedulers.  

 Enabled  

To evoke which Port you need to enable the QoS Ingress Port Policers function. 

 Rate  

To set the Rate limit value for this port, the default is 500.  

 burst  

The burst size is used to determine the amount of conforming traffic allowed. 

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values.  
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2-13.3 Port Shaper  

This section provides an overview of QoS Egress Port Shaping for all switch ports, such as 

getting detailed information for the ports belonging to the currently selected unit, as reflected 

by the page header. 

Web Interface  

To display the QoS Egress Port Shaper in the web interface: 

1. Click Configuration, QoS, Port Shaper. 

2. Display the QoS Egress Port Shapers. 

 

Figure 2-13.3:  The QoS Egress Port Shaper 

 

 

Parameter description: 

 Port  

The logical port for the settings contained in the same row. Click on the port number in 

order to configure the schedulers.  

 Queue Shaper Enable  

Controls whether the queue shaper is enabled for this queue on this switch port. 

 Queue Shaper Rate  

Controls the rate for the queue shaper. The default value is 500. This value is restricted to 

100-1000000 when the "Unit" is "kbps", and it is restricted to 1-13200 when the "Unit" is 

"Mbps". 

 Queue Shaper Unit  

Controls the unit of measure for the queue shaper rate as "kbps" or "Mbps". The default 

value is "kbps". 
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 Port Shaper Enable  

Controls whether the port shaper is enabled for this switch port. 

 Port Shaper Rate  

Controls the rate for the port shaper. The default value is 500. This value is restricted to 

100-1000000 when the "Unit" is "kbps", and it is restricted to 1-13200 when the "Unit" is 

"Mbps". 

 Port Shaper burst  

The burst size is used to determine the amount of conforming traffic allowed. 

 . Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-13.4 Port Scheduler 

This section provides an overview of QoS Egress Port Shapers for all switch ports, such as 

getting detailed information for the ports belonging to the currently selected stack unit, as 

reflected by the page header. 

Web Interface  

To display the QoS Egress Port Scheduler in the web interface: 

1. Click Configuration, QoS, Port Scheduler. 

2. Display the QoS Egress Port Scheduler. 

 

Figure 2-13.4:  The QoS Egress Port Scheduler 

 

Parameter description: 

 Port  

The logical port for the settings contained in the same row. Click on the port number in 

order to configure the shapers.  

 Shapers (Qn)  

Shows "disabled" or actual queue shaper rate - e.g. "800 Mbps".  

 Scheduler Mode  

Controls whether the scheduler mode is "Strict Priority", "WRR" or “DWRR” on this switch 

port. 

 Queue Shaper Enable  

Controls whether the queue shaper is enabled for this queue on this switch port. 

 Queue Shaper Unit  

Controls the unit of measure for the port shaper rate as "kbps" or "Mbps".  

 Queue Scheduler Weight  

Controls the weight for this queue. The default value is "17". This value is restricted to 1-100. 
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This parameter is only shown if "Scheduler Mode" is set to "Weighted". 

 . Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values.  
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2-13.5 Port Tag Classification 

The section allows you to configure the basic QoS Ingress Classification settings for all switch 

ports as they relate to the currently selected stack unit, as reflected by the page header. 

Web Interface  

To configure the QoS Ingress Port Classification parameters in the web interface: 

1. Click Configuration, QoS, Port Classification. 

2. Scroll to select QoS class, DP Level, PCP and DEI parameters. 

3. Click the save to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.5:  The QoS Ingress Port Tag Classification 

 

 

Parameter description: 

 Port  

The Port column shows the list of ports for which you can configure dscp ingress and egress 

settings.  

 PCP  

Controls the default PCP value.  

All frames are classified to a PCP value. 

If the port is VLAN aware and the frame is tagged, then the frame is classified to the PCP 

value in the tag. Otherwise the frame is classified to the default PCP value.  

 DEI  

Controls the default DEI value.  

All frames are classified to a DEI value. 

If the port is VLAN aware and the frame is tagged, then the frame is classified to the DEI 

value in the tag. Otherwise the frame is classified to the default DEI value.  

 QoS Class  
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Available QoS Class value ranges from 0 to 7. QoS Class (0-7) can be mapped to followed 

parameters.  

 DPL  

Actual Drop Precedence Level.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 

2-13.6 Port Tag Remarking  

The Section provides an overview of QoS Egress Port Tag Remarking for all switch ports as they 

relate to the currently selected stack unit, as reflected by the page header. 

Web Interface  

To display the QoS Egress Port Tag Remarking in the web interface: 

1. Click Configuration, QoS, Port Tag Remarking. 

 

Figure 2-13.6:  The QoS Egress Port Tag Remarking  

 

 

 
Parameter description: 

 PCP/DEI Configuration  

Controls the default PCP and DEI values used when the mode is set to Default.   

 (QoS class, DP level) to (PCP, DEI) Mapping  

Controls the mapping of the classified (QoS class, DP level) to (PCP, DEI) values when the 

mode is set to Mapped. 

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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Cancel – Click to cancel the changes. 

2-13.7 DSCP Translation  

The section describes how the switch allows you to configure the basic QoS DSCP Translation 

settings for the switch. DSCP translation can be done in Ingress or Egress. 

Web Interface  

To configure the DSCP Translation parameters in the web interface: 

1. Click Configuration, QoS, DSCP Translation. 

2. Scroll to set the Ingress Translate and Egress Remap DP0 and Remap DP1 Parameters. 

3. Evoke to enable or disable Classify. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.7:  The DSCP Translation 

 

Parameter description: 

 DSCP  

Maximum number of supported DSCP values are 64 and valid DSCP value ranges from 0 to 

63.  

 Translate  

DSCP at Ingress side can be translated to any of (0-63) DSCP values. 

 Classify  

Click to enable Classification at Ingress side.  

 DPL  

Actual Drop Precedence Level.  

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-13.8 Storm Control 

The section allows the user to configure the Storm control for the switch. There is a unicast 

storm rate control, multicast storm rate control, and a broadcast storm rate control. These only 

affect flooded frames, i.e. frames with a (VLAN ID, DMAC) pair not present on the MAC table. 

The configuration indicates the permitted packet rate for unicast, multicast or broadcast traffic 

across the switch. 

Web Interface  

To configure the Storm Control Configuration parameters in the web interface: 

1. Click Configuration, QoS, Storm Control Configuration. 

2. Evoke to select the frame type to enable storm control. 

3. Scroll to set the Rate Parameters. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.8:  The Storm Configuration 

 

Parameter description: 

 Frame Type  

The settings in a particular row apply to the frame type listed here: Unicast, Multicast or 

Broadcast.  

 Enable  

Enable or disable the storm control status for the given frame type.  

 Rate  

The rate unit is packets per second (pps). Valid values are: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512, 

1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or 1024K. , 1024K, 2048K, 4096K, 8192K, 

16384K or 32768K. , 1024K, 2048K, 4096K, 8192K, 16384K or 32768K.  

The 1k pps is actually 1002.1 pps.  
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2-13.9 WRED 

The section allows the user to configure the WRED function for the switch. This page allows 

you to configure the Random Early Detection (RED) settings for queue 0 to 5. 

RED cannot be applied to queue 6 and 7. 

Through different RED configuration for the queues (QoS classes) it is possible to obtain 

Weighted Random Early Detection (WRED) operation between queues.  

The settings are global for all ports in the stack switch. 

The displayed settings are: 

2-13.9.1 Basic Configuration  

Web Interface  

To configure the WRED basic configuration parameters in the web interface: 

1. Click Configuration, WRED, Basic Configuration. 

2. Scroll to select enable or disable WRED. 

3. Click the Apply to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.9.1:  The WRED Basic Configuration 

 

Parameter description: 

 Enable  

Evoke to enable or disable the WRED function on the switch QoS Queue.   

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-13.9.2 Configuration  

Web Interface  

To configure the WRED configuration in the web interface: 

1. Click Configuration, WRED, Basic Configuration. 

2. Key-in each Parameter value. 

3. Click the Apply to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-13.9.2:  The Weighted Random Early Detection Configuration 

 

Parameter description: 

 Queue  

The queue number (QoS class) for which the configuration below applies.  

 Min. Threshold  

Controls the lower RED threshold. If the average queue filling level is below this threshold, 

the drop probability is zero. This value is restricted to 0-100. 

 Max. DP0  

Controls the drop probability for frames marked with Drop Precedence Level 0 when the 

average queue filling level is 100%. This value is restricted to 0-100. 

 Max. DP1  

Controls the drop probability for frames marked with Drop Precedence Level 1 when the 

average queue filling level is 100%. This value is restricted to 0-100. 

 Max. DP2  

Controls the drop probability for frames marked with Drop Precedence Level 2 when the 

average queue filling level is 100%. This value is restricted to 0-100. 
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NOTE: RED Drop Probability Function 

The following illustration shows the drop probability function with 

associated parameters. 

 

Max. DP 1-3 is the drop probability when the average queue filling 

level is 100%. Frames marked with Drop Precedence Level 0 are never 

dropped. Min. threshold is the average queue filling level where the 

queues randomly start dropping frames. The drop probability for 

frames marked with Drop Precedence Level n increases linearly from 

zero (at Min. Threshold average queue filling level) to Max. DP n (at 

100% average queue filling level). 

 

 Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-14 Mirror 

You can mirror traffic from any source port to a target port for real-time analysis. You can then 

attach a logic analyzer probe to the target port and study the traffic crossing the source port in 

a completely unobtrusive manner. 

Mirror Configuration is used to monitor the traffic of the network. For example, we assume that 

Port A and Port B are Monitoring Port and Monitored Port respectively, thus, the traffic 

received by Port B will be copied to Port A for monitoring. 

 Web Interface  

To configure the Mirror Configuration in the web interface: 

1. Click Configuration, Mirroring. 

2. Scroll to select Port to mirror on which port. 

3. Click the save to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure 2-14:  The Mirror Configuration 

 

 

 

Parameter description: 

 Port to mirror on  

Port to mirror also known as the mirror port. Frames from ports that have either source (rx) 

or destination (tx) mirroring enabled are mirrored on this port. Disabled disables mirroring.  

Mirror Port Configuration 

The following table is used for Rx and Tx enabling.  

 Port  

The logical port for the settings contained in the same row.  

 Mode  

Select mirror mode.  

Rx only Frames received on this port are mirrored on the mirror port. Frames transmitted are 
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not mirrored.  

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames received are 

not mirrored.  

Disabled Neither frames transmitted nor frames received are mirrored.  

Enabled Frames received and frames transmitted are mirrored on the mirror port.  

 

 

NOTE: For a given port, a frame is only transmitted once. It is 

therefore not possible to mirror Tx frames on the mirror port. 

Because of this, mode for the selected mirror port is limited to 

Disabled or Rx only.  

 

  Buttons 

Apply – Click to save changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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2-15 UPnP      

UPnP is an acronym for Universal Plug and Play. The goals of UPnP are to allow devices to 

connect seamlessly and to simplify the implementation of networks in the home (data sharing, 

communications, and entertainment) and in corporate environments for simplified installation 

of computer components.  

  

Web Interface  

To configure the UPnP Configuration in the web interface: 

1. Click Configuration, UPnP. 

2. Scroll to select the mode to enable or disable. 

3. Specify the parameters in each blank field. 

4. Click the save to save the setting. 

5. If you want to cancel the setting then you need to click the Reset button.  

It will revert to previously saved values. 

 

Figure 2-15:  The UPnP Configuration 

 

Parameter description: 

These parameters are displayed on the UPnP Configuration page: 

 Mode  

Indicates the UPnP operation mode. Possible modes are:  

Enabled: Enable UPnP mode operation.  

Disabled: Disable UPnP mode operation.  

When the mode is enabled, two ACEs are added automatically to trap UPNP related packets 

to CPU. The ACEs are automatically removed when the mode is disabled. . 

 TTL  

The TTL value is used by UPnP to send SSDP advertisement messages. Valid values are in the 

range 1 to 255.  

 Advertising Duration  

The duration, carried in SSDP packets, is used to inform a control point or control points 

how often it or they should receive an SSDP advertisement message from this switch. If a 

control point does not receive any message within the duration, it will think that the switch 

no longer exists. Due to the unreliable nature of UDP, in the standard it is recommended 

that such refreshing of advertisements to be done at less than one-half of the advertising 

duration. In the implementation, the switch sends SSDP messages periodically at the interval 

one-half of the advertising duration minus 30 seconds. Valid values are in the range 100 to 

86400.  
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2-16 Loop Protection 

The loop Protection is used to detect the presence of traffic. When the switch receives a 

packet’s (looping detection frame) MAC address and it is the same as oneself, the Loop 

Protection occurs. The port will be locked when it receives the looping protection frames. 

Web Interface  

To configure the Loop Protection Configuration parameters in the web interface: 

1. Click Configuration, Loop Protection. 

2. Evoke to select enable or disable the port loop Protection. 

3. Click apply to save the setting. 

4. If you want to cancel the setting then you need to click the Reset button. It will revert to 

previously saved values. 

 

Figure2-16:  The Loop Protection Configuration 

 

 

 

 

Parameter description: 

General Settings: 

 Enable Loop Protection 

Controls whether loop protections is enabled (as a whole).  

 Transmission Time 

The interval between each loop protection PDU sent on each port. Valid values are 1 to 10 

seconds.  
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 Shutdown Time 

The period (in seconds) for which a port will be kept disabled in the event of a loop is 

detected (and the port action shuts down the port). Valid values are 0 to 604800 seconds (7 

days). A value of zero will keep a port disabled (until next device restart).  

Port Configuration: 

 Port 

The switch port number of the port. 

 Enable 

Controls whether loop protection is enabled on this switch port.  

 Action 

Configures the action performed when a loop is detected on a port. Valid values are 

Shutdown Port, Shutdown Port and Log or Log Only.  

 TX Mode 

Controls whether the port is actively generating loop protection PDU's, or whether it is just 

passively looking for looped PDU's.  

 Buttons 

Apply – Click to apply changes. 

Reset- Click to undo any changes made locally and revert to previously saved values. 
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Chapter 3    Monitor 
 

This chapter describes all of the basic network statistics which includes the Ports, Layer 

2 network protocol (e.g. ACL and DHCP etc.) and any setting of the Switch.  

  

3-1 System 

After you log in, the switch shows the system information. This is the default page and it shows 

basic information of the system, including “Model Name”, “System Description”, “Contact”, 

“Location”, “System Up Time”, “Firmware Version”,  “Host Mac Address”, “Device Port”. With 

this information, you will know the software version used, MAC address, serial number, how 

many ports are active, etc..  

3-1.1 Information 

The switch system information is provided here. 

Web interface  

To display System Information in the web interface: 

1. Click Monitor, System and Information. 

2. Check the contact information for the system administrator as well as the name and 

location of the switch. Also indicate the local time zone by configuring the appropriate 

offset. 

3. Click the “Refresh”. 

 

Figure 3-1.1:  The System Information  

 

Parameter description: 
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 Model Name 

Displays the factory defined model name for identification purpose. 

 System Description 

Displays the system description. 

 Firmware Version 

The software version of this switch. 

 Hardware Version 

The hardware version of this switch. 

 Mechanical Version 

The mechanical version of this switch. 

 MAC Address 

The MAC Address of this switch. 

 Series Number 

The serial number of this switch. 

 Location 

The system location configured in Configuration | System | Information | System Location. 

 Contact 

The system contact configured in Configuration | System | Information | System Contact. 

 System Name 

Displays the user-defined system name that configured in System | System Information | 

Configuration | System Name. 

 System Date 

The current (GMT) system time and date. The system time is obtained through the Timing 

server running on the switch, if any. 

 System Uptime 

The period of time the device has been operational. 
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3-1.2 IP Status 

This page displays the status of the IP protocol layer. The status is defined by the IP interfaces, 

the IP routes, and the neighbor cache (ARP cache) status. 

Web Interface  

To display the IP Status in the web interface: 

1. Click Monitor, System and IP Status. 

2. Display the IP address information. 

 

Figure 3- 1.2:  The IP Status 

 

 

 

Parameter description: 

IP Interfaces  

 Interface 

Show the name of the interface.  

 Type 

Show the address type of the entry. This may be LINK or IPv4.  
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 Address 

Show the current address of the interface (of the given type).  

 Status 

Show the status flags of the interface (and/or address).  

IP Routes  

 Network 

Show the destination IP network or host address of this route.  

 Gateway 

Show the gateway address of this route.  

 Status 

Show the status flags of the route.  

Neighbour cache  

 IP Address 

Show the IP address of the entry.  

 Link Address 

Show the Link (MAC) address for which a binding to the IP address given exist.  

 

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page immediately. 
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3-1.3 Log 

This section describes the system log information of the switch. 

Web Interface  

To display the log configuration in the web interface: 

1. Click Monitor, System and Log. 

2. Display the log information. 

 

Figure 3- 1.3:  The System Log Information 

 

Parameter description: 

 Auto-refresh  

To evoke the auto-refresh icon then the device will refresh the log automatically. 

 Level  

Level of the system log entry. The following level types are supported:  Information level of 

the system log. 

Warning: Warning level of the system log. 

Error: Error level of the system log. All: All levels. 

 ID  

ID (>= 1) of the system log entry.  

 Time  

It will display the log record by device time. The time of the system log entry.  

 Message  

It will display the log detail message. The message of the system log entry. 

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Updates the system log entries, starting from the current entry ID. 

Clear: Flushes the selected log entries. 
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3-2 Ports 

The section describes how to configure the Port detail parameters of the switch as well as how 

to enable or disable a port, and monitor the ports content or status. 

3-2.1 Traffic Overview    

The section describes to the Port statistics information and provides an overview of general 

traffic statistics for all switch ports.  

Web Interface  

To display the Port Statistics Overview in the web interface: 

1. Click Monitor, Port, Traffic Overview. 

2. If you want to auto-refresh then you need to evoke the “Auto-refresh”. 

3. Click “Refresh” to refresh the port statistics or clear all information when you click “Clear”. 

 

Figure 3-2.1:  The Port Statistics Overview 

 

 

Parameter description: 

 Port  

The logical port for the settings contained in the same row.  

 Packets  

The number of received and transmitted packets per port.  

 Bytes  

The number of received and transmitted bytes per port.  

 Errors  

The number of frames received in error and the number of incomplete transmissions per 

port.  

 Drops  

The number of frames discarded due to ingress or egress congestion.  

 Buttons 
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Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 

Clear: Clears the counters for all ports. 

3-2.2 Detailed Statistics    

The section describes how to provide detailed traffic statistics for a specific switch port. Use the 

port select box to select which switch port details to display.  

The displayed counters are the totals for receive and transmit, the size counters for receive and 

transmit, and the error counters for receive and transmit. 

Web Interface  

To display per Port detailed Port Statistics Overview in the web interface: 

1. Click Monitor, Ports, then Detailed Port Statistics. 

2. Scroll the Port Index to select which port you want to show the detailed. 

3. Port statistics overview”. 

4. If you want to auto-refresh the information then you need to evoke the “Auto-refresh”. 

5. Click “Refresh” to refresh the port detailed statistics or clear all information when you click 

“Clear”. 

 

Figure 3-2.2:  The Detailed Port Statistics 
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Parameter description: 

 Auto-refresh 

To evoke the auto-refresh to refresh the Port Statistics information automatically. 

 Upper left scroll bar 

To scroll which port to display the Port statistics with “Port-0”, “Port-1.   

Receive Total and Transmit Total 

 Rx and Tx Packets  

The number of received and transmitted (good and bad) packets.  

 Rx and Tx Octets  

The number of received and transmitted (good and bad) bytes. Includes FCS, but excludes 

framing bits.  

 Rx and Tx Unicast  

The number of received and transmitted (good and bad) unicast packets.  

 Rx and Tx Multicast  

The number of received and transmitted (good and bad) multicast packets.  

 Rx and Tx Broadcast  

The number of received and transmitted (good and bad) broadcast packets.  

 Rx and Tx Pause  

A count of the MAC Control frames received or transmitted on this port that have an 

opcode indicating a PAUSE operation.  

Receive and Transmit Size Counters 

The number of received and transmitted (good and bad) packets split into categories based on 

their respective frame sizes.  

Receive and Transmit Queue Counters 

The number of received and transmitted packets per input and output queue.  

Receive Error Counters 

 Rx Drops  

The number of frames dropped due to lack of receive buffers or egress congestion.  

 Rx CRC/Alignment  

The number of frames received with CRC or alignment errors.  
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 Rx Undersize  

The number of short 1 frames received with valid CRC.  

 Rx Oversize  

The number of long 2 frames received with valid CRC.  

 Rx Fragments  

The number of short 1 frames received with invalid CRC.  

 Rx Jabber  

The number of long 2 frames received with invalid CRC.  

 Rx Filtered  

The number of received frames filtered by the forwarding process.  

Short frames are frames that are smaller than 64 bytes. 

Long frames are frames that are longer than the configured maximum frame length for this 

port. 

Transmit Error Counters 

 Tx Drops  

The number of frames dropped due to output buffer congestion.  

 Tx Late/Exc. Coll.  

The number of frames dropped due to excessive or late collisions.  

 Auto-refresh 

To evoke the auto-refresh to refresh the Queuing Counters automatically. 

 Upper right icon (Refresh, clear)  

You can click them for refresh the Port Detail Statistics or clear them by manual. 

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Clear: Clears the counters for the selected port. 

Refresh: Click to refresh the page. 
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3-3 DHCP 

3-3.1 Snooping Table 

This page displays the dynamic IP assigned information after DHCP Snooping mode is disabled. 

All DHCP clients that have obtained the dynamic IP address from the DHCP server will be listed 

in this table except for local VLAN interface IP addresses. Entries in the Dynamic DHCP 

snooping table are shown on this page.   

Web Interface  

To monitor a Dynamic DHCP Snooping Table in the web interface: 

1. Click Monitor, DHCP, and Snooping table. 

 

Figure 3-3.1:  The Dynamic DHCP Snooping Table 

 

Parameter description: 

 MAC Address  

User MAC address of the entry. 

 VLAN ID  

VLAN-ID in which the DHCP traffic is permitted. 

 Port 

Switch Port Number for which the entries are displayed. 

 IP Address  

User IP address of the entry. 

 IP Subnet Mask  

User IP subnet mask of the entry. 

 DHCP Server  

DHCP Server address of the entry. 
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3-4 Security 

3-4.1 Network 

3-4.1.1 IP Source Guard 

Entries in the Dynamic IP Source Guard Table are shown on this page. The Dynamic IP Source 

Guard Table is sorted first by port, then by VLAN ID, then by IP address, and then by MAC 

address. 

Web Interface  

To display a Dynamic IP Source Guard Table in the web interface: 

1. Click Monitor, Network, IP Source Guard. 

2. Checked “Auto-refresh”. 

3. Click “Refresh” to refresh the port detailed statistics. 

4. Specify the Start from port, VLAN ID, IP Address, and entries per page.  

 

Figure 3-4.1.1:  The Dynamic IP Source Guard Table 

 

Parameter description: 

 Port  

Switch Port Number for which the entries are displayed.  

 IP Address  

User IP address of the entry.  

 MAC Address  

Source MAC address.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 
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3-4.1.2 ARP Inspection 

 

The section describes how to configure the Dynamic ARP Inspection Table parameters of the 

switch. The Dynamic ARP Inspection Table contains up to 1024 entries, and is sorted first by 

port, then by VLAN ID, then by MAC address, and then by IP address. 

Web Interface  

To configure a Dynamic ARP Inspection Table Configuration in the web interface: 

1. Click Monitor, Network, ARP Inspection. 

2. Checked “Auto-refresh”. 

3. Click “Refresh” to refresh the port detailed statistics. 

4. Specify the Start from port, VLAN ID, MAC Address, IP Address, and entries per page.  

 

Figure 3-4.1.2:  The Dynamic ARP Inspection Table 

 

Parameter description: 

 Port  

Switch Port Number for which the entries are displayed.  

 VLAN ID  

VLAN-ID in which the ARP traffic is permitted.  

 MAC Address  

User MAC address of the entry.  

 IP Address  

User IP address of the entry.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 
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3-5 MAC Table 

Entries in the MAC Table are shown on this page. The MAC Table contains up to 8192 entries, 

and is sorted first by VLAN ID, then by MAC address. 

Web Interface  

To Display Dynamic MAC Table in the web interface: 

1. Click Monitor, Dynamic MAC Table. 

2. Specify the VLAN and MAC Address. 

3. Display MAC Table. 

 

Figure 3- 5:  The Dynamic MAC Table 

  

Parameter description: 

Navigating the MAC Table 

Each page shows up to 999 entries from the MAC table, default being 20, selected through the 

"entries per page" input field. When first visited, the web page will show the first 20 entries 

from the beginning of the MAC Table. The first displayed will be the one with the lowest VLAN 

ID and the lowest MAC address found in the MAC Table. 

The "Start from MAC address" and "VLAN" input fields allow the user to select the starting 

point in the MAC Table. Clicking the “Refresh” button will update the displayed table starting 

from that or the closest next MAC Table match. In addition, the two input fields will - upon a 

“Refresh” button click - assume the value of the first displayed entry, allowing for continuous 

refresh with the same start address. 

MAC Table Columns 

 Type  

Indicates whether the entry is a static or a dynamic entry.  

 VLAN  

The VLAN ID of the entry.  

 MAC address  

The MAC address of the entry.  

http://192.168.1.1/help/glossary.htm#MAC_table
http://192.168.1.1/help/glossary.htm#vlan_id
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 Block 

Block all packet which VLAN and Mac address is match if the “block” is evoke.  

 Port Members  

The ports that are members of the entry.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Clear: Clears the counters for the selected port. 

Refresh: Click to refresh the page.  

 

 

NOTE:   

00-40-C7-73-01-29 : your switch MAC address (for IPv4) 

33-33-00-00-00-01 : Destination MAC (for IPv6 Router 

Advertisement) (reference IPv6 RA.JPG) 

33-33-00-00-00-02 : Destination MAC (for IPv6 Router Solicitation) 

(reference IPv6 RS.JPG) 

33-33-FF-73-01-29 : Destination MAC (for IPv6 Neighbor Solicitation) 

(reference IPv6 DAD.JPG) 

33-33-FF-A8-01-01: your switch MAC address (for IPv6 global IP) 

FF-FF-FF-FF-FF-FF: for Broadcast.  

 

  



96 
SG71070M 

  Revision A3 

3-6 IGMP Snooping 

3-6.1 Status 

After you complete the IGMP Snooping configuration, it will display the IGMP Snooping Status. 

This section describes how to display the IGMP Snooping detailed status. 

Web Interface  

To display the IGMP Snooping status in the web interface: 

1. Click Monitor, IGMP Snooping, Status. 

2. If you want to auto-refresh the information then you need to evoke the “Auto-refresh”. 

3. Click “Refresh” to refresh the IGMP Snooping Status. 

4. Click “Clear “to clear the IGMP Snooping Status. 

 

Figure 3-6.1:  The IGMP Snooping Status 

 

 

 

Parameter description: 

 VLAN ID  

The VLAN ID of the entry.  

 Querier Version  

Working Querier Version currently.  

 Host Version  

Working Host Version currently.  

 Querier Status  

Shows the Querier status is "ACTIVE" or "IDLE".  

"DISABLE" denotes the specific interface is administratively disabled. 

 Queries Transmitted  
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The number of Transmitted Queries.  

 Queries Received  

The number of Received Queries.  

 V1 Reports Received  

The number of Received V1 Reports.  

 V2 Reports Received  

The number of Received V2 Reports.  

 V3 Reports Received  

The number of Received V3 Reports.  

 V2 Leaves Received  

The number of Received V2 Leaves.  

 Router Port 

Display which ports act as router ports. A router port is a port on the Ethernet switch that 

leads towards the Layer 3 multicast device or IGMP querier.  

Static denotes the specific port is configured to be a router port.  

Dynamic denotes the specific port is learnt to be a router port.  

Both denote the specific port is configured or learnt to be a router port.  

 Port 

Switch port number. 

 Status 

Indicate whether specific port is a router port or not. 

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Clear: Clears the counters for the selected port. 

Refresh: Click to refresh the page. 

 

http://192.168.1.100/help/glossary.htm#router_port
http://192.168.1.100/help/glossary.htm#igmp_querier
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3-6.2 Group Information 

After you complete setting up the IGMP Snooping function, the switch will display the IGMP 

Snooping Group Information. Entries in the IGMP Group Table are shown on this page. The 

IGMP Group Table is sorted first by VLAN ID, and then by group. The switch will use the last 

entry of the currently displayed table as a basis for the next lookup. When the end is reached 

the text "No more entries" is shown in the displayed table. Use the button to start over.  

Web Interface  

To display the IGMP Snooping Group Information in the web interface: 

1. Click Monitor, IGMP Snooping, Group Information. 

2. If you want to auto-refresh the information then you need to evoke the “Auto-refresh”. 

3. Click “Refresh” to refresh an entry of the IGMP Snooping Groups Information. 

4. Click “<< or >> “to move to previous or next entry. 

 

Figure 3-6.2:  The IGMP Snooping Groups Information 

 

Parameter description: 

IGMP Group Table Columns: 

 VLAN ID  

VLAN ID of the group.  

 Groups  

Group address of the group displayed.  

 Port Members  

Ports under this group.  
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3-6.3 IPv4 SSM Information 

Entries in the IGMP SFM Information Table are shown on this page. The IGMP SFM 

(Source-Filtered Multicast) Information Table also contains the SSM (Source-Specific Multicast) 

information. This table is sorted first by VLAN ID, then by group, and then by Port. Different 

source addresses belong to the same group are treated as single entry. 

Web Interface  

To display the IGMP SFM Information in the web interface: 

1. Click Monitor, IGMP Snooping, IPv4 SSM Information. 

2. If you want to auto-refresh the information then you need to evoke the “Auto-refresh”. 

3. Click “Refresh” to refresh an entry of the IPv4 SFM Information. 

4. Click “<< or >> “to move to previous or next entry. 

 

Figure 3-6.3:  The IGMP SFM Information 

 

Parameter description: 

IGMP SFM Information Table Columns 

 VLAN ID  

VLAN ID of the group.  

 Group  

Group address of the group displayed.  

 Port  

Switch port number.  

 Mode  

Indicates the filtering mode maintained per (VLAN ID, port number, Group Address) basis. It 

can be either Include or Exclude.  

 Source Address  

IP Address of the source. Currently, system limits the total number of IP source addresses for 

filtering to be 128.  

 Type  

Indicates the Type. It can be either Allow or Deny.  
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3-7 VLANS 

3-7.1 VLAN Membership 

This page provides an overview of membership status of VLAN users.  

The ports belong to the currently selected stack unit, as reflected by the page header. 

Web Interface  

To configure VLAN membership configuration in the web interface: 

1. Click Monitor, VLANS, VLAN membership. 

2. Scroll the bar to choice which VLANS would like to show up. 

3. Click Refresh to update the state. 

 

Figure 3-7.1:  The VLAN Membership Status   

 

Parameter description: 

 VLAN ID 

VLAN ID for which the Port members are displayed.  

 Port Members 

A row of check boxes for each port is displayed for each VLAN ID. 

If a port is included in a VLAN, an image will be displayed. 

 Untagged Port Members 

A row of check boxes for each port is displayed for each VLAN ID. 

If a port is untagged port in a VLAN, an image will be displayed. 

 Buttons 

  

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 

  

http://192.168.1.1/help/glossary.htm#vlan
http://192.168.1.1/help/glossary.htm#vlan
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3-7.2 VLAN Port 

This function gathers the information of all VLAN status and reports it in the order of Static 

NAS, MVRP, MVP, Voice VLAN, MSTP, and GVRP Combined. 

Web Interface  

To Display VLAN Port Status in the web interface: 

1. Click Monitor, VLAN Port Status. 

2. Display Port Status information. 

 

Figure 3-7.2:  The VLAN Port Status 

 

 

Parameter description: 

 Port  

The logical port for the settings contained in the same row.  

 Port Type  

Shows the Port Type. Port type can be any of Unaware, C-port, S-port, Custom S-port.  

If Port Type is Unaware, all frames are classified to the Port VLAN ID and tags are not 

removed. C-port is Customer Port. S-port is Service port. Custom S-port is S-port with 

Custom TPID. 

 Ingress Filtering  

Shows the ingress filtering on a port. This parameter affects VLAN ingress processing. If 

ingress filtering is enabled and the ingress port is not a member of the classified VLAN, the 

frame is discarded.  

 Frame Type  

Shows whether the port accepts all frames or only tagged frames. This parameter affects 

VLAN ingress processing. If the port only accepts tagged frames, untagged frames received 

on that port are discarded.  

 Port VLAN ID  

Shows the Port VLAN ID (PVID) that a given user wants the port to have. 

 The field is empty if not overridden by the selected user. 

 Tx Tag  

Shows egress filtering frame status whether tagged or untagged.  

http://192.168.1.1/help/glossary.htm#vlan
http://192.168.1.1/help/glossary.htm#vlan
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 UVID  

Shows UVID (untagged VLAN ID). Port's UVID determines the packet's behavior at the 

egress side.  

 Conflicts  

Shows status of Conflicts whether exists or not. When a Volatile VLAN User requests to set 

VLAN membership or VLAN port configuration, the following conflicts can occur:  

Functional Conflicts between features.  

Conflicts due to hardware limitation.  

Direct conflict between user modules.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 
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3-8 Loop Protection 

This page displays the loop protection port status for the ports of the switch. 

Web Interface  

To configure the Loop Protection Status parameters in the web interface: 

1. Click Configuration, Loop Protection, Status. 

2. Evoke the Auto-refresh or click to refresh the Loop protection Port status by Manual. 

 

Figure 3-8:  The Loop Protection Status 

 

 

Parameter description: 

 Port 

The switch port number of the logical port. 

 Action 

The currently configured port action.  

 Transmit 

The currently configured port transmit mode.  

 Loops 

The number of loops detected on this port.   

 Status 

The current loop protection status of the port.   

 Loop 

Whether a loop is currently detected on the port.   

 Time of Last Loop 

The time of the last loop event detected.   

 Auto-refresh  

To evoke the auto-refresh icon then the device will refresh the information automatically. 

 Upper right icon (Refresh)  

You can click them for refresh the Loop Protection information by manual. 
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3-9 LLDP 

3-9.1 LLDP information 

This page provides an overview for all LLDP information. The displayed table contains a row for 

each port on which an LLDP information is detected. The columns hold the following 

information:  

 

Web Interface  

 

To show LLDP information: 

1. Click Monitor, LLDP, LLDP Information. 

2. Click Refresh for manual update web screen. 

3. Click Auto-refresh for auto-update web screen. 

 

Figure 3-9.1:  The LLDP information 

 

 

 

 

NOTE:  If your network is without any devices that support LLDP, 

then the table will show “No LLDP information found”.  

 

Parameter description: 

 Local Port  

The port on which the LLDP frame was received.  

 Chassis ID  

The Chassis ID is the identification of the information’s LLDP frames.  

 Port ID  

The Remote Port ID is the identification of the information port.   

 Port Description  

Port Description is the port description advertised by the information unit.  

 System Name  

System Name is the name advertised by the information unit. 

 System Capabilities  

System Capabilities describes the information unit's capabilities. The possible capabilities 

are: 

1. Other 
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2. Repeater 

3. Bridge 

4. WLAN Access Point 

5. Router 

6. Telephone 

7. DOCSIS cable device 

8. Station only 

9. Reserved 

When a capability is enabled, the capability is followed by (+). If the capability is disabled, 

the capability is followed by (-).  

 Management Address  

Management Address is the information unit's address that is used for higher layer entities 

to assist discovery by the network management. This could for instance hold the 

information IP address.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 
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3-9.2 LLDP-MED Neighbor 

This page provides an overview of all LLDP-MED neighbors. The displayed table contains a row 

for each port on which an LLDP neighbor is detected. This function applies to VoIP devices 

which support LLDP-MED. The columns hold the following information:  

 

Web Interface  

To show LLDP-MED Neighbor: 

1. Click Monitor, LLDP, LLDP-MED Neighbor. 

2. Click Refresh for manual update web screen. 

3. Click Auto-refresh for auto-update web screen. 

 

Figure 3-9.2:  The LLDP-MED Neighbors information 

 

 
 

 

NOTE:  If your network is without any devices that support 

LLDP-MED, then the table will show “No LLDP-MED neighbor 

information found”.  

 

Parameter description: 

 Port  

The port on which the LLDP frame was received.  

 Device Type  

LLDP-MED Devices are comprised of two primary Device Types: Network Connectivity 

Devices and Endpoint Devices.  

 LLDP-MED Network Connectivity Device Definition  

LLDP-MED Network Connectivity Devices, as defined in TIA-1057, provide access to the IEEE 

802 based LAN infrastructure for LLDP-MED Endpoint Devices. An LLDP-MED Network 

Connectivity Device is a LAN access device based on any of the following technologies: 

1. LAN Switch/Router 

2. IEEE 802.1 Bridge 

3. IEEE 802.3 Repeater (included for historical reasons) 

4. IEEE 802.11 Wireless Access Point 

5. Any device that supports the IEEE 802.1AB and MED extensions defined by TIA-1057 and 

can relay IEEE 802 frames via any method. 

 LLDP-MED Endpoint Device Definition : 

LLDP-MED Endpoint Devices, as defined in TIA-1057, are located at the IEEE 802 LAN 

network edge, and participate in IP communication service using the LLDP-MED framework. 

Within the LLDP-MED Endpoint Device category, the LLDP-MED scheme is broken into 
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further Endpoint Device Classes, as defined in the following. 

Each LLDP-MED Endpoint Device Class is defined to build upon the capabilities defined for 

the previous Endpoint Device Class. For-example will any LLDP-MED Endpoint Device 

claiming compliance as a Media Endpoint (Class II) also support all aspects of TIA-1057 

applicable to Generic Endpoints (Class I), and any LLDP-MED Endpoint Device claiming 

compliance as a Communication Device (Class III) will also support all aspects of TIA-1057 

applicable to both Media Endpoints (Class II) and Generic Endpoints (Class I). 

 LLDP-MED Generic Endpoint (Class I) : 

The LLDP-MED Generic Endpoint (Class I) definition is applicable to all endpoint products 

that require the base LLDP discovery services defined in TIA-1057, however do not support 

IP media or act as an end-user communication appliance. Such devices may include (but are 

not limited to) IP Communication Controllers, other communication related servers, or any 

device requiring basic services as defined in TIA-1057. 

Discovery services defined in this class include LAN configuration, device location, network 

policy, power management, and inventory management. 

 LLDP-MED Media Endpoint (Class II) : 

The LLDP-MED Media Endpoint (Class II) definition is applicable to all endpoint products 

that have IP media capabilities however may or may not be associated with a particular end 

user. Capabilities include all of the capabilities defined for the previous Generic Endpoint 

Class (Class I), and are extended to include aspects related to media streaming. Example 

product categories expected to adhere to this class include (but are not limited to) Voice / 

Media Gateways, Conference Bridges, Media Servers, and similar. 

Discovery services defined in this class include media-type-specific network layer policy 

discovery. 

 LLDP-MED Communication Endpoint (Class III) : 

The LLDP-MED Communication Endpoint (Class III) definition is applicable to all endpoint 

products that act as end user communication appliances supporting IP media. Capabilities 

include all of the capabilities defined for the previous Generic Endpoint (Class I) and Media 

Endpoint (Class II) classes, and are extended to include aspects related to end user devices. 

Example product categories expected to adhere to this class include (but are not limited to) 

end user communication appliances, such as IP Phones, PC-based softphones, or other 

communication appliances that directly support the end user. 

Discovery services defined in this class include provision of location identifier (including ECS 

/ E911 information), embedded L2 switch support, and inventory management. 

 LLDP-MED Capabilities  

LLDP-MED Capabilities describes the neighborhood unit's LLDP-MED capabilities. The 

possible capabilities are: 

1. LLDP-MED capabilities 

2. Network Policy 

3. Location Identification 

4. Extended Power via MDI - PSE 

5. Extended Power via MDI - PD 

6. Inventory 

7. Reserved 

 Application Type  
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Application Type indicating the primary function of the application(s) defined for this 

network policy, advertised by an Endpoint or Network Connectivity Device. The possible 

application types are shown below. 

1. Voice - for use by dedicated IP Telephony handsets and other similar appliances 

supporting interactive voice services. These devices are typically deployed on a separate 

VLAN for ease of deployment and enhanced security by isolation from data applications. 

2. Voice Signaling - for use in network topologies that require a different policy for the voice 

signaling than for the voice media. 

3. Guest Voice - to support a separate limited feature-set voice service for guest users and 

visitors with their own IP Telephony handsets and other similar appliances supporting 

interactive voice services. 

4. Guest Voice Signaling - for use in network topologies that require a different policy for 

the guest voice signaling than for the guest voice media. 

5. Softphone Voice - for use by softphone applications on typical data centric devices, such 

as PCs or laptops. 

6. Video Conferencing - for use by dedicated Video Conferencing equipment and other 

similar appliances supporting real-time interactive video/audio services. 

7. Streaming Video - for use by broadcast or multicast based video content distribution and 

other similar applications supporting streaming video services that require specific network 

policy treatment. Video applications relying on TCP with buffering would not be an intended 

use of this application type. 

8. Video Signaling - for use in network topologies that require a separate policy for the 

video signaling than for the video media. 

 Policy  

Policy indicates that an Endpoint Device wants to explicitly advertise that the policy is 

required by the device. Can be either Defined or Unknown  

Unknown: The network policy for the specified application type is currently unknown. 

Defined: The network policy is defined. 

 TAG  

TAG is indicative of whether the specified application type is using a tagged or an untagged 

VLAN. Can be Tagged or Untagged. 

Untagged: The device is using an untagged frame format and as such does not include a tag 

header as defined by IEEE 802.1Q-2003. 

Tagged: The device is using the IEEE 802.1Q tagged frame format. 

 VLAN ID  

VLAN ID is the VLAN identifier (VID) for the port as defined in IEEE 802.1Q-2003. A value of 

1 through 4094 is used to define a valid VLAN ID. A value of 0 (Priority Tagged) is used if the 

device is using priority tagged frames as defined by IEEE 802.1Q-2003, meaning that only 

the IEEE 802.1D priority level is significant and the default PVID of the ingress port is used 

instead. 

 Priority  

Priority is the Layer 2 priority to be used for the specified application type. One of the eight 

priority levels (0 through 7). 

 DSCP  
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DSCP is the DSCP value to be used to provide Diffserv node behavior for the specified 

application type as defined in IETF RFC 2474. Contain one of 64 code point values (0 

through 63). 

 Auto-negotiation 

Auto-negotiation identifies if MAC/PHY auto-negotiation is supported by the link partner. 

 Auto-negotiation status 

Auto-negotiation status identifies if auto-negotiation is currently enabled at the link 

partner. If Auto-negotiation is supported and Auto-negotiation status is disabled, the 

802.3 PMD operating mode will be determined the operational MAU type field value rather 

than by auto-negotiation. 

 Auto-negotiation Capabilities 

Auto-negotiation Capabilities shows the link partners MAC/PHY capabilities. 

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Refresh: Click to refresh the page. 
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3-9.3 LLDP Statistics 

Two types of counters are shown. Global counters are counters that refer to the whole switch, 

while local counters refer to per port counters for the currently selected switch 

 

Web Interface 

To show LLDP Statistics: 

1. Click Monitor, LLDP, then click Port Statistics to show LLDP counters. 

2. Click Refresh for manual update web screen. 

3. Click Auto-refresh for auto-update web screen. 

4. Click Clear to clear all counters. 

 

Figure 3-9.3:  The LLDP Statistics 

 

 

 

Parameter description: 

Global Counters 

 Neighbor entries were last changed at  

It also shows the time when the last entry was last deleted or added. It also shows the time 

elapsed since the last change was detected.  

 Total neighbors Entries Added  

Shows the number of new entries added since switch reboot.  

 Total neighbors Entries Deleted  
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Shows the number of new entries deleted since switch reboot.  

 Total neighbors Entries Dropped  

Shows the number of LLDP frames dropped due to the entry table being full.  

 Total neighbors Entries Aged Out  

Shows the number of entries deleted due to Time-To-Live expiring.  

Local Counters 

The displayed table contains a row for each port. The columns hold the following information:  

 Local Port  

The port on which LLDP frames are received or transmitted.  

 Tx Frames  

The number of LLDP frames transmitted on the port.  

 Rx Frames  

The number of LLDP frames received on the port.  

 Rx Errors  

The number of received LLDP frames containing some kind of error.  

 Frames Discarded  

If an LLDP frame is received on a port, and the switch's internal table has run full, the LLDP 

frame is counted and discarded. This situation is known as "Too Many neighbors" in the 

LLDP standard. LLDP frames require a new entry in the table when the Chassis ID or Remote 

Port ID is not already contained within the table. Entries are removed from the table when a 

given port's link is down, an LLDP shutdown frame is received, or when the entry ages out.  

 TLVs Discarded  

Each LLDP frame can contain multiple pieces of information, known as TLVs (TLV is short for 

"Type Length Value"). If a TLV is malformed, it is counted and discarded.  

 TLVs Unrecognized  

The number of well-formed TLVs, but with an unknown type value.  

 Org. Discarded  

The number of organizationally received TLVs.  

 Age-Outs  

Each LLDP frame contains information about how long time the LLDP information is valid 

(age-out time). If no new LLDP frame is received within the age out time, the LLDP 

information is removed, and the Age-Out counter is incremented.  

 Buttons 

 

Auto-refresh: Check this box to refresh the page automatically. Automatic refresh occurs 

every 3 seconds. 

Clear: Clears the counters for the selected port. 

Refresh: Click to refresh the page. 
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Chapter 4    Diagnostics 
 

 

 

 

 

 

 

This chapter provides a set of basic system diagnosis. It lets users know whether the 

system is health or needs to be fixed. The basic system check includes ICMP Ping, Link 

OAM, ICMPv6, and Cable Diagnostics. 

 

4-1 Ping 

This section allows you to issue ICMP PING packets to troubleshoot IPv6 connectivity issues. 

Web Interface  

To configure an ICMP PING Configuration in the web interface: 

1. Specify ICMP PING IP Address. 

2. Specify ICMP PING Size. 

3. Click Start. 

 

Figure 4-1:  The ICMP Ping 

 

Parameter description: 

 IP Address  

To set the IP Address of device what you want to ping it. 

 IP Version  

Controls whether the IP version is "IPv4"or "IPv6".  

 Ping Length 

The payload size of the ICMP packet. Values range from 2 bytes to 1452 bytes. 

 Ping Count 

The count of the ICMP packet. Values range from 1 time to 60 times. 
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4-2 Cable Diagnostics 

This section is used for running the Cable Diagnostics. Press to run the diagnostics. This will 

take approximately 5 seconds. If all ports are selected, this can take approximately 15 seconds. 

When completed, the page refreshes automatically, and you can view the cable diagnostics 

results in the cable status table. Note that is only accurate for cables of length 7 -140 meters. 

10 and 100 Mbps ports will be linked down while running. Therefore, running on a 10 or 100 

Mbps management port will cause the switch to stop responding until this is complete.  

Web Interface  

To configure a Cable Diagnostics in the web interface: 

1. Specify Port which want to check. 

2. Click Start. 

 

Figure 4-2:  The Cable Diagnostics 

 

Parameter description: 

 Port  

The port where you are requesting Cable Diagnostics.  

 Cable Status  

Port: Port number. 

Pair: The status of the cable pair. 

Length: The length (in meters) of the cable pair. 
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4-3 Traceroute 

This page allows you to issue ICMP or UDP packets to diagnose network connectivity issues.  

Web Interface  

To configure a Cable Diagnostics in the web interface: 

1. Specify traceroute IP Address. 

2. Specify traceroute Size. 

3. Click Start. 

 

Figure 4-3 The Traceroute 

 

Parameter description: 

 IP Address  

The destination IP Address.  

 IP Protocol  

The protocol (ICMP, UDP) packets to send. 

 Wait Time  

Set the time (in seconds) to wait for a response to a probe (default 5.0 sec). Values range 

from 1 to 60. The payload size of the ICMP packet. Values range from 2 bytes to 1452 bytes. 

 Max TTL  

Specifies the maximum number of hops (max time-to-live value) traceroute will probe. 

Values range from 1 to 255. The default is 30. 

 Probe Count  

Sets the number of probe packets per hop. Values range from 1 to 10. The default is 3. 
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Chapter 5    Maintenance 
 

 

This chapter describes the switch Maintenance configuration tasks to enhance the 

performance of local network including Restart Device, Firmware upgrade, 

Save/Restore. 

 

5-1 Restart Device 

This section describes how to restart the switch for any maintenance needs. Any configuration 

files or scripts that you saved in the switch should still be available afterwards. 

Web Interface  

To configure a Restart Device in the web interface: 

1. Chick Restart Device. 

2. Click Yes. 

 

Figure 5-1:  Restart Device 

 

Parameter description: 

 Restart Device  

You can restart the switch on this page. After restart, the switch will boot normally. 

 Buttons 

Yes – Click to “Yes” then the device will restart. 

No- Click to undo any restart action. 

 

 

 

 

 

  



116 
SG71070M 

  Revision A3 

5-2 Firmware  

This section describes how to upgrade the Firmware. The switch can be enhanced with more 

value-added functions by installing firmware upgrades if available. 

5-2.1 Firmware Upgrade 

This page facilitates an update of the firmware controlling the switch.  

Web Interface  

To configure a Soft Upgrade in the web interface: 

1. Chick “Choose File” to select Maintenance/Software in you device. 

2. Click Download. 

 

Figure 5-2.1 The Software Upload 

 

Parameter description: 

 Browse  

Click the “Choose File” button to search the Firmware URL and filename. 

 
NOTE: This page facilitates an update of the firmware controlling the 

switch. Uploading software will update all managed switches to the 

location of a software image. After the software image is uploaded, a 

page announces that the firmware update is initiated. After about a 

minute, the firmware is updated and the switch restarts.  

 

 

WARNING: While the firmware is being updated, Web access appears 

to be defunct. The front LED flashes Green/Off with a frequency of 10 

Hz while the firmware update is in progress. Do not restart or power 

off the device at this time or the switch may fail to function 

afterwards. 
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5-3 Configuration 

The switch stores its configuration in a number of text files in CLI format. The files are either 

virtual (RAM-based) or stored in flash on the switch.  

5-3.1 Save startup-config 

The copy running-config to startup-config, thereby ensuring that the currently active 

configuration will be used at the next reboot. 

Web Interface  

To save running configuration in the web interface: 

1. Chick Browser to select Maintenance/Configuration in you device. 

2. Click Apply Startup-Config Select. 

 

Figure 5-3.1:  The Save Running Configuration to startup-config 

 

Parameter description: 

 Buttons  

Save Configuration: Click to save configuration, the running configuration will be written 

to flash memory for system boot up to load this startup configuration file. 

 


